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Abstract: Automating the fault analysiz procedure has
been a goal of many recent utility industry projects. The
ugs af :inr.n"iaﬂl'lt. l.er_'hniquﬁ i imp]cmnl‘.in; dagirable so-
lutions is emerging as a guite promising approach. The
IEEE Power Enginecrin gou;icty (PES) presently has four
committees that have formed either a subcommittes or
& working group to look explicitly into the utility appli-
cations of inld]is\el'l.t. t&chhiques such as cxpg[t sysLems,
neural nets, fuzzy logic, genetic algorithms, etc, The four
committees have decided that the application of intelligent
techniques in performing an autemaled faull analysis 18 a
topic of joint interest,

As a result, a panel session sponsored jointly by the
four committess has been qrganjy_-d and the contributions
of the panelists have been summarized in this paper.

Keywr:-rd:: Fault .-\na]'_vsi.s, E;pc[l. SJ.'at:,nni._ Meural Nets,
Fuzzy Logic

INTRODUCTION

M. Kezunovié
Texas AkeM University
US.A.

Fault analysis is a widely used term that may have dif-
ferent meanings depending on the application of interest.
The most common applications eovered by the mentioned
term are:

» interpretation of the alarms associated with faults

analysiz of the operation of protective relays and as-
sociated switching equipment

identification of the faulted section
location of the faults

-

determination of the power system switching state af-
ter the protective relay operation

‘The ultimate interpretation of the term and associ-
ated applications comes fram the personnel respensible for
designing or using the equipment aimed at dealing with
the power systemn fault. The meost common utility groups
that may deal with the fault events and their consequences
are:

» protection enginesrs
» dispatehers
* maintenance crews
» engineering design staff
In order to further elarify the fault analysis term and
related applications, it is very important to understand

sources of the field data acquired to carry out the tasks
associated with a power system Tault.

The field data may be acquired in the power system
substations and generating stations using a variety of dif-
ferent equipment. An example of the typical sguipment
that may be used in a substation is given in Fig. 1.
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Fig. 1. Typical Substation Data Acquisition Equipment

It is important to note that the equipment indicated
in Fig. 1 has different properties regarding its data acqui-
sition and processing tasks. The main differences are in
the following equipment features:

= data sampling rate



o e e
type of mput channels

number of digital and for analog channels
type of transducers

data storage capacity

data processing and coammunication capability

user interfacing features

As a result of different equipment characteristics, it
becomes obvious that the fault analysis goals, ohjectives
and final outeomes may be heavily dependent on the data
acquisition equipment used.

The use of intelligent systems relates to the fault anal-
vsis automation using advanced techniques such as:

® expert system

& neural nets

o Tuzzy logie

e genetic algorithms

This Panel Session deals with various aspects of the
specification, design, development and application of dif-
ferent sclutions for the automated fault analysis wsing ad-
vanced intelligent system techniques and tools. In order to
provide an overview of the variety of issues associated with
the fault analysis automation, the Panel consists of experts
from the utilities, vendors and academia. The utility rep-
resentatives (REN-Portugal, HLLP-US.A., EdF-France)
will present requirements and application experiences for
the transmission, distribution and power plant applica-
tions. The vendor representatives (Siemens-U.S A, Mit-
suhiahi—Jaﬁan} will offer their view on the advanced con-
cepls for the solutions and related products. A represen-
tative of the academia (University of Washington-1.5.A.)
will give a prespective of some future trends in this field.

REN APPLICATIONS FOR.
INCIDENT ANALYSIS AND
MAINTENANCE MANAGEMENT

M. F. Fernandes
Rede Eléctrica Nacional
Partugal

Main Incentives for the Applications

Rede Elédctrica Nacional (REN) is the enterprise re-
spongible for di&paldliugﬂand electricity transmission in
Portugal and belongs (o EDP Holding.

At present, REN's transmission grid has 150, 220 and
A00 kY lines, with a total length of about 6000 km and
is strongly interconnected with the European grid. It in-
cludes 43 substations with 14,000 MVA of transforming
capacity.

To meniter and control the transmission gird, REN
has in service, since 1987, a SCADASEMS system for the
National Dispatch and the two Regional Control Centers.
Alse, since 1982, REN followed a strategy to withdraw
human operators from substation control rooms, This im-
plied to follow a coordinated action to progressively install,
in every substation, sequence of events recorders, remote
terminal units and powerful programmable logic controller
based antomation equipment. The automation equipment
exists in about 73% of REN's substations and namely per-
forms undervoltage load shedding, restores service after the
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reclesing after line tripping [1]

In terms of substation maintenance, there s a re
stricted number of maintenance teams, sach of them lo-
cated near a main substation and having o assist, beyvond
this one, several other “satellite substations.” It is, there
fore, quite important for the maintenance team to be able
to access “useful” information about the faulty elements
and the type of fault before starting an intervention.

REN': contral center aperators are “submerged” in
informaticn whenever an incident oceurs in the network,
invalving several substations. The interpretation of the in-
cident is not trivial bacause alarm data is limited (7 alarms
per feeder) and service restoration must take into account
the automation squipment actions.

Those were the main incentives for REN to start, in
1988, a project to help control center aperators in incident
analysis and service restoration, providing to them, in real
time, the results of an intelligent treatment performed on
the sequence of event recorder data (and also over function-
ally integrated control systems’ event data). The project
5 also aimed at maintenance optimization by providing to
the maintenance teams relevant data about incidents and
faulty elements concerning substations under their respon-
sibility and alerting them to possible future faults,

This praject has been developed by a commercial ven-
dor in close cooperation with REN, that has been invelved
in the specification, expert knowledge contribution and de-
velopment of some related software applications,

Implementation Issues

The new equipment consists of one industrial AT-
compatible PC installed in each REN substation serially
connected to the sequence of events recorder or to the in-
tegrated control system, and also PCs located in the con-
trol centers, in the maintenance and protection engineering
centers, etc. The communication between the PCs is es-
tablished via REN's switched telephone network {(mostly
supported on radio links)

The application softwars, developed in C and C4++,
runs in a multitasking environment. The man-machine
interface is menu driven and complies to an international
standard.

Tor achieve a single development system, the software
includes several interfaces for dialog with different acqui-
sition systems to retricve from them sclected event data.
Alsa, to achieve a consistent global information system, to
enable a less complex intelligent treatment and to minimize
the diversification of software interfaces, each acquisition
system's data base was revised and standardized in terms
Ef the feeder type data, system data, control equipment

ata, ete.

COither important issues to ensure the correctnass of the
intelligent treatment were data accuracy {10 ms events res-
olution) and data synchronization — every substation has
an external radio clock receiver which namely synchronizes
data acquisition

Intelligent incident analysis filters non relevant data,
reasons about the incident and gensrates concise conclu-
sion messages describing the intigenl. and providing to the
operator some restoration hints. It muost, therefore, per-
form a diagnesis in a time compatible with real time oper-



ation, which is not available by conventional alarm sorting
methods. The implementation choice was, then, to adopt
& knr}w'le:lgl: hased approach and to 'incvl:lrpr}r:l.hr the deci-
sion logic. This issue has a drawback cansed by the need
to recompile the software, namely each time a new set of
rules is added, Nevertheless, the alternative to develop
[or select on the market) a special expert system to run
this function and interface with the existing network momni-
taring and control software, seemed at the beginning to be
less cost effective, more demanding in terms of required de-
t‘:]crpme'nt time and with more potential integration prob-
ms.

Since 1992, when this intelligent treatment began te
be used, the knowledge base has suffered modifications as
a result of the introduction of improved rules, This has not
heen a major problem, since the software includes the facil-
ity to have itself and its dependent files remotely updated
from a maintenance center,

The performed intelligent treatment [2] is based on the
same data contained in the event messages already classi-
fied by the “family codes™ according to its type and in-
tended treatment. The family code describes the source of
the event, for instance, a line feeder circuit breaker chan
or the alarm trip generated by a protection. Regarding the
sequence of all the events that belong te the same feeder
and oceur within a certain pericd of time, it guides to the
final conclusion. Intelligent analysis also takes into consid-
eration a second level of interpretation — concerning inci-
dents that invelve HV lines (and thus invelving more than
one substation) — which is performed by the maintenance
E:;:m and the main PC located at the Regional Control

Ler.

- Omee an incident is detected locally, the relevant data
i5 evaluated and the conclusions of the reasoning about
the incident are automatically transmitted to the related
maintenance team and from there to the main PC at the
Control Center {laking a few seconds, one minute at most).
The maintenance personnel (or Control Center operators]
may also, at any time, access remotely (on demand) the
involved PC to obtain discriminated information.
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Fig. 1. The Software Architecture

An example of the decision messages received at the
Control Center after an incident (involving a line LAI/LBI
connecting substations A and B, where B is a maintenance
team substation) is as follows:

StB 12712495 15:17:27:41 LAI Three phase trip

12/12/95 15:17:27:71 LBI/LAI tripped and
reclosed at StA end

5tB LAI-OPA will restore service after 1 minute

In terms of maintenance management, a statistics mod-
ule has besn developed to perform caleulations, basically
on & monthly basis, using each substation data, eg., to
determine out of service Lime per line fesder: cmult.ing the
number of normal switching operations per breaker since
its last servicing and doing the same for breaker trippings,
elc,

Demonstrated Denefits and Future Trends

The praject includes featuras that meet the demands
for a better operation of the Portuguese transmission grid
and follows maintenance management requirements.

The new equipment is now spread over 83% of REN's
substations and is in practical use by the Control Cen-
ter operators and mainlenance personnel. In practice, the
devices are consulted when incidents occur as well as in
nermal daily supervision and also to perform maintenance
actions, thus contributing to a more efficient intervention
in unmanned substations.

An important feature of the project is its ability to be
used at any level of transmission substation supervision,
whether locally or remotely = from main substations, from
control centers, from maintenance and protection enginesr-
ing centers, etc. The intelligent treatment is performed in
a decentralized way, so that information is only treated and
related at the level of concern: locally, or at the Control
Center levels, The results of this intelligent treatment are

uite accurate as they are performed over synchronized,
chronclogical and selected events.

The knowledge based approach used for incident anal-
ysis and to ealeulate seme data for maintenance manage-
ment purpeses is still under evaluation. Software modifica-
tiens are being made to move knowledge rules outside the
program code, and thus to convert the knowledge based
sections of the software into a real expert system.

As REN is undergoing a major project to upgrade
its existing SCADA,."EMS,%L will profit to vertically inte-
imt-é the relevant information concerning intelligent inci-

ent analysis,

This information from the new equipment will be pre-
sented at the Control Center as a part of the SCADA
?rﬂ.phical user interface, and namely at the substation one
ine diagrams, at a specific view port next to each feeder.
This view port will contain symbals corresponding to three
different groups of decision messages (the diagnosis of the
incident, the hints for restoration actions and the messages
generated after service restoration), The communications
support will be more reliable then, as this data will flow
over the same communication network which will be the
back bone of the upgraded system.
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HOUSTON LIGHTING & POWER
COMPANY APPLICATIONS:
345 KV SUBSTATION
AND POWER PLANT GENERATOR

D K. Seveik
Houston Lighting & Power Company
U.5.A.

345 KV Substation Application

A common practice in Houston Lighting and Power
[HL&P) Company is to collect transmission system dis-
turbance and fault data by digital fault recorders (DFRs).
This data is used for post mortem analysis. Important
goals of the analysis are either to identify misoperation or
tex confirm correct operation of relays and breakers during
faults. For this pur;l:;me, substations are equipped with a
total of 23 DFRs which can communicate to a computer
leeated in the protection engineers’ offices.

One of the main problems encountered in teying to
utilize DFR data is the large number of disturbances and
fault records captured. B{sanua[ search to identify fault
records of interest is time consuming. In particular, it is
time consuming to distinguish between fault transients and
other transient events that may trigger the recorder, but
do not actually represent a fault event.

‘Therefore, the main problem to be resolved is to aute-
mate both event classification and analysis of fault events.
As a result, an cxﬂm‘t stem was specified as a possible
solution to this prol I.em?]l.,'z]. The following two steps wers
identified as the main focus of the expert system design:

# Fault Detection
» Fault Diagnosis

The knowledge nacessary for disturbance analysis was
acquired by interviewing experts (protection relay engi-
neers) and by using an empirical approach based on
Electromagnet Transient PmF&miEMTP] simulation stud-
ies, The reasoning process includes the following steps:
fault detection fault -:Ta.agiﬁcatian; event analysis; protection-
system and circuit-breaker operation analysis; fault loca-
tion calenlation,

The reasoning required to perform classification and
analysis of the event is implemented by using a set of rules.
The reasoning process is separated into two stages. In the
first stage, the system reasons on the basis of the anal
signal parameters, and in the second step, it reaaanaog;
using the protection-system parameters. .-\na]oi—ﬂi.gnnl
and protection—system parameters are obtained by post
processing the DFR recorded samples and extracting the
relevant features of the signals recorded on the line that
had experienced the largest disturbance. The system set—
up is shown in Fig. 1.

The analysis starts onee the event is transferred from
the DFR to the Expert System computer, The expert sys-
tem then converts only part of the event file (two cycles
prefault and a minimum of 15 eveles of fault data) from
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Fig. 1. Expert System Set-Up
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Fig. 2. Expert System Fault Report

DFR binary format to a MATLAB [3] binary format in or-
der to speed analysis. After conversion is completed, signal
processing is started. Current and veltage amplitudes for
the line with the most significant amplitude change are
determined for the prefault, fault and post fault intervals.
Protection system operation parameters are extracted and
passed to the “artificial intelligence™ diagnosis module for
processing in the form of “if~then” rules.

The conclusion part of the rules is written in the form
of short descriptive English phrases, al phrases are
combined to make a single statement appearing in the fi-
nal analysis report with is faxed to appropriate operations
and engineering personnel. An example of a typical fault
analysis report is given in Fig. 2

Ninety-four events were analyzed in the period from
June 1994 to August 1095, It takes approximately 3.5 min-
utes from the time of event recording by the DFR until the
event ana]l%(su report is faxed to the first site. The expert
system software has always picked the right transmission
line Tor a true fault event and the ca]cll.?:lied fault Joca-



tion has compared favorably with short circuit study data
fer faults on transmission lines directly connected to this
substation.

Power Plant Generator Application

It has not been common practice in Houston Lighting
& Power Company to collect power plant generator distur-
bance and lault data by digital fault recorders. Based on
the favarable experiences obtained fram the transmission
DFR's and expert system a power plant gencrator appli-
cation utilizing a new DFR and real time expert system is
being pursued. The following design criteria were estab-
lished i order to cover a wide range of generaling stations:

. Ercﬂ'i.de continuous sampling and menitoring of inpat
ata

provide synchronized data sampling that automati-
cally align all monitored electrical quantities in time

provide redundant checks and indication to determine
if sensor readings are erroneous

-

provide historical data and trends for most important
electrical quantities

check that all readings are within expected limits

check trends to determine if continuation of the present
maode of operation will take the generator unit ouiside
the allowable range for the electrical quantities

provide alarm limits that can be variable, i.e.,
recalculated for each specific operating level

-

provide “early warning” of operating problems

provide concige and condensed measurement and event
information to aid the eperators in making decisions

provide digital synchroscope and monitoring of the
synchronizing procedure to help operator synchronize
the generator with the svstem

provide storage of historical data and recovery capa-
bility using data compression technigues

provide modular design allowing easy adaptability and
expandable for future use on other generator units

The system set-up is shown in Fig. 3.
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Fig. 3. Generator Monitoring Expert System
Block Diagram

A Digital Fault Recorder (DFR) serves as a data ac-
quisition front-end, providing continuous data flow toward
the expert system PC. At the same time, the DFR main-
tains its basic Tunction of recording the events according
to the internal triggers and storing those events on the lo-
cal hard drive inside the recorder. These stored events are
available remotely per request over a dial-up line, using
master station software provided by the DFR manufac-
turer.

e

_ The initial set of expert system application functions
which will be implemented are [4];

» voltage unbalances

e current unbalances

s excessive V /Hz detoction

® negative sequence current detection

less of field detection

* 1005 stator ground fault detection

generator trip analysis

generator speed

rotor subsynchronous resonance

capability curve limits and operating point
+ synchronizing generator to the system
s performance analysis of the synchronizing procedure

All of the above functions are integrated using an “up-
per level intelligence” module. Algorithms are used in the
iirsual processing part of the expert system for calculation
of necessary parameters. Settings and thresholds for every
application are stored in the database. Alarms and system
messages are displayed on a screen in real-time for use
by the operators. Also, the displayed messages are logged
together with data in a time stamped repart.

~ The system is anticipated to begin on-line operation
in early 1996,
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EDF APPLICATIONS AT POWER
PLANTS, SUBSTATIONS AND DMS

A. Hertz, B. Ricard, M. Porcheron,
J. P. Krivine, 0. Taché
Electricite de France
France

Work in artificial intelligence began at Electricite de
France (EDF) about ten years ago. Many projects were
launched, but few remain, mest in the diagnosis and faalt
analysis field. The main applications will shortly be pre-
sented, beginning with power plant applications, applica-



tions at the substation level, and J:'nd_i_ng with the [distri-
bution) dispatching level.

Nuclear Power Plants Maintenance

In order to make the right decision about components
of & power plant, monitoring aims at providing mainte-
nance cperators with convenient information. To improve
the usefulness of provided information two directions are
followed:

* to improve monitoring systems so that they receive,
analyge, process, store and display the most relevant
infermation,

to complement monitoring capabilities with diagnos-
tic systems that will provide an interpretation of an
observed behavior in terms of compenent malfunetion.

The first direction has been the ;‘uidclin: for the defi-
nition of a new integrated monitaring architecture for EDF
nuclear power plants. The system has a flexible architec-
ture which allows the connection of different monitoring
systems for various components of the plant [turbine-gen-
erators main eoclant pump, internal surveillance, loose—

part detection, inlet valves...). Data is collected in a database.

Different data processing functions can then access this
data to provide users with elaborats computations, visual
presentation of significant evens, ete. The system can be
used locally in a plant and can alse be accessed by central
experts through & national network. The first system was
installed in a French nuclear power plant in 1995,

The second direction leads to the definition of diag-
nastic systems which propose an interpretation of obeer-
vations. Within the new system framework, thres subsys-
tems are under development: one which deals with turbine-
generator dingnosis, one for reactor coclant pump diag-
nosis and one for assisting in the lnose—part diagnosis
[Wh;ﬂi is in an eaclier development state than the other
twa).

Intended users for these systams are power plant main-
tenance specialists and central experts (who have to deal
with knowledge base maintenance). The basic requirement
is to provide a “convineing” diagnosis for the component
under study. Both of the latest developments use a knowl-
edge based system approach,

The first subsystemn relies on a heuristic elassifica-
tion process, trying to match the current case with pre—
defined characteristic situations. It can identify about
thirty generic fanlts in steady speed, start-up and slow-
down conditions. Some 90 typical situations are handled
by the subsystem. The turbine-generator diagnosis sub-
system 18 the result of a cooperation betwesn EDF and
a vendor. The first installation in & r plant of the
industrial product took place in December 195&.

Besides using heuristic classification among situations,
the subaystemn for coolant pump diagnosis uses “desper”
knowledge such as cause—to—effect pro En.ticm of faults
and events or structural deseription alEmt e pump. The
cooperation between these different types of knowledge is
done through a blackboard architecture. The subsystem
can identify about ninety fault scenarios, each of them
providing explanations of the abnormal observations and
predictions of the fortheoming evenls implied by the eur-
rent state of the pump. The prototyping, which ended in
the first half of 1995, is the result of a cooperation betwesn
EDF and a vendor. After an evaluation of the prototype,
the decision te turn it into an industrial preduct was taken
in June 1905,

The main lessons learned from these developments are
that:

® A lot relies on the quality of the eooperation between
the different parties involved (experts, knowledge en-
gineers, seftware developers, future users...). In these
projects, the high level of motivation of every party
was a key element of the success of the developments.

* A high quantity of work is necessary for knowledge
acquisition and validation,

+ Knowledge modeling and structuring play a kev role
as they provide both a framework for afficient knowl-
edge acquisition, and the basic structure for software
development and maintenance.

Applications Dealing With Maintenance at
Substation Level

Two systems allowing analysis of data recorded in sub-
stations during incidents mainly for maintenance purposes
have been developed., The end-users are engineers or tech-
nicians in charge, either of the transmission network pro-
tection equipment (in one case), or of the distribution net-
work qua?lit}r {in the other ). In bath cases, the process-
ing is “centralized”, based on the analvsis of the recording
files automatically fetched from the substations through
the switched telephone netwark.

_ The system that aims at the transmissicn network was
dﬂ:dgnzd to analyze the protection system operation. In-
deed, carly detection of malfunctioning relays or breakers,
incorrect settings or ratings depends almost entirely on a
carelul scrutiny of the protection system operation after
faults oecurring on the network.

The heart of the system is based on expert systems
methodology. The schema of the rea.aonLng may be pre-
senked as successive steps: extracting the information that
seems relevant Lo an incident, analyzing the correct or
incorrect behavior of the various relays and breakers in-
volved, “voting” to define the location of the fault, re-
analyzing the operation of the various pieces of equipment
considering this location,

The system was in experimental use in two regions
during a few years and the approach was proved fully ef-
fective, but deployment was not pursued for organizational
and technical reasons. The first drawback was the need for
very meeurate data on relays, breakers, actual ratings. At
the present time, this information is not in databases or not
fully reliable. This situation may change as a new system
for network monitoring will be deployed in the near future;
the lesson is perhaps “ne mettez pas le charrue avant les
boeuls” (don't put the cart before the horse). A sec-
ond drawback, not yet fully solved, is the need to update
and adapt the expert system rules, depending on pecu-
liarities of the equipment of substations. This is a really
difficult problem for that type of system: do we nesd a
“knowledge engineer” each time the system is to be used
for a different substation, or are we able to define rules
E_d'tﬂ’ﬁ devices enabling end-user to talor each applica-
tion?

The case of the system aimed at the distribution net-
work quality is better,

What 15 the motivation behind the distribution sys-
tem application? EDF has developed a method, named
“anscultation” which consists in analyzing all the electrical
incidents affecting a distribution feeder and identifving the



sources of transient faults. Feeder “auscultation” used two
types of equipment: a fault recorder, installed at the HY/
MV substations recording voltages, currents and logical in-
formation form the protection system; fanlt detectors in-
stalled alang the feaders and noting faults (time—stamped)
on the downstream portion of the network.

The system is, in fact, an aid to fetch first, then ana-
lyze the wealth of collected information. It allows for qual-
itative and statistical analysis of the faults, localization of
the faults based on impedance computation of the fault
loops, It allows for a succinet monitoring of the peotective
gystam (more suceinct than for the transmission network
application) and also for an object-based expert system
based identification of the type of fault.

As a matter of fact, the system is spreading and a
few EDF distribution centers are using it, but probably its
mest appreciated features are not connected to artificial
intelligence technology: antomating the gathering of data,
editing of short incident reports, localizing faults and out-
putting files for statistical use with EXCEL or LOTUS! We
may say, that in that case, that the horse was put before
the cart. An now, it begins to be possible to change the
horse inte a tractor, if we want to

Incident Analysis and Restoration at
Distribution Dispatching Level

This 15 & new application still under development. A
part of this new d.cv::r[]' ment is devoted to restorative con-
trol after incident; to do that incident analysis is more or
less mixed with remedial actions, Another part is a sim-
ple events synthesis in order to give the dispatcher a more
synthetic view of what is going on. So the major technical
incentive is quicker restoration after incident. {Another
incentive was more “political”,)

Of course, an underlying hypothesis is the quality and
accuracy of the data needed and stored, or acquired, in the
databases of SCADA and DMS system.

Az for the development of the new system, the tach-
nology used is “ohject oriented”, with a high-level pro-
F:rammmg language. Task rm:-defing technigues are used
or the restorative control part., The connection with the
SCADA will be made through cleat Application Program-
ming interfaces. A side ct of the definition with the
vendor of these interfaces, was a better understanding of
the systam.

The system should be put into use at Lyon and Ver-
sailles in IQQ’?, and at Wirres (a],;n- in 199?], connected ta
a system under development at EDF. We hope, in fact,
that the connection through application programming in-
terfaces will allow for easy connection with different SCADA
syatems. Aflterwards, new functions, such as model-based
events synthesis, should be developed and put progres-
sively into this new system.

One of the lessons learned is that the real-time con-
nection to a SCADA is not an easy job and requires at
least as specialized skills as artificial intelligence. Another
lessom is that the choices made for development, high—level
language and incremental eycle of development, are really
necessary for that type of application.

KNOWLEDGE BASED LOCATION OF
TRANSMISSION SYSTEM FAULTS:
DESIGN AND IMPLEMENTATION

G, D Irisarri, J, J. Bann

Siemwns Empros Power Systems Control
USA.

Following the occurrence of a fault in & power system,
the system operator must determine the extent and loca-
tion of the fault and then proceed to restore service to the
affected area. The accurate determination of the faalt lo-
cation and the various pieces of equipment invalved in the
disturbance can be a complex process depending on the
extent ef the failure (ie., the presence of multiple faules)
or the misoperation of protecting equipment such relays
and cireuit breakers. Under such conditions, the num-
ber of candidate locations for the Fault inereases dramati-
cally making the diagnosis process very complex and risky.
Moreover, the dispatcher is expected to diagnose the fault
and the existence of misoperations of squipment within a
reasonable amount of time, making this problem one of
the most challenging and stressful that syvstem dispatchers
have to face on a daily basis.

From an operator's point of view, a fault manifests
itself by a set of alarm messages signaling the opening of
breakers and the operation of relays. Based on these symp-
toms, the operator must determine where the fault s lo-
E&be{i and what eq_l:l:ip[mnr. can be pul back in service, For
simple cases which involve only a single fault and for which
the protection system worked properly, this requires only
fairly simple and straightforward reasoning. IT twe or more
fanlts take place at approximately the same time, it may be
harder to separate the symptoms or even to recognize the
existence of distinet problems. If some protection devices
fail to operate, the number of possible locations for the
fault increases dramatically and the operator must select
the most likely location among the plausible hypotheses.

Rule—based expert systemns hawve the capability to ac-
complish this complex type of diagnosis fast and reliably.
Various proposals to use expert systems for system fault
diagnesis have appeared in the literature, One of the ear-
liest approaches is the one of DyLiacco and Kraynak [H
More recent wark includes the wark of Tﬂ!ukeinr, ek, [
[2], Fukui and Kawakama la], and Kezunaovié [-l]

Design Overview — Structure of FDS

The Fault Diagnosis System (FDS) is activated when-
ever the SCADA system detects a relay operation in the
network. Fig. | provides an overview of FDS. Since the
consequence of a fault can crate some activity spread over
a period of time, FDS waits for a few seconds to make sure
that the situation has stabilized before it starts a diagno-
sis. Inputs to the diagnosis activity are obtained from the
SCADA data and include breaker statuses and real-time
relay information. In addition, FDS accesses the network
database to gather any network data (relay protection in-
formatian, gone coverages, etc.) needed for the diagnosis.
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The diagnosis is based on the use of “generate and
test™ paradigm and proceeds as follows:

All the possible locations for the fault, such as a line,
o busbar, a transformer, ete., must first be determined.
Contributions to this list of hypothesss originate from two
SOUrCEs:

¢ A topological algorithm that uses the breaker status
information to determine the de—energized network(s).
Any piece of equipment included in this network is
a possible candidate. If two or more separate de—
energized networks are detected, a multiple fault is
postulated and the hypotheses list is built accordingly.

-

This list is angmented by all the squipment located
in the zones covered by the primary and secondary
relays activated by the fault.

The hypothesis list is then filtered to remove from con-
sideration hypotheses which ean be ruled ocut for obvious
reasons, such as a facility being oul of service for main-
tenance, Default certainty factors (CF} (that is, a priori
reasons for believing in the particular hypotheses) are then
assigned to the hypotheses on the list,

Each of the remaining hypotheses is then tested using
the fault diagnesis rule-base and the awailable relay sig-
nals. Whenever a hypothesis satisfies the conditions spec-
ified by a rule its certainty factor is adjusted to reflect its
increased likelihood. Some postulated fault locations im-

ly the misoperation of one or more devices. The certainty
actor of these hypotheses must be decreased to reflect the
unlikelihood of such events. The CFs are fuzzy member-
ship levels of the hypothesis and are manipulated using
fuzzy logie [5].

Finally, the list of hypotheses is sorted in decreasing

arder af plausjbilit}' and presented to the aperator. Each
1lﬁ'pc_ltheﬂ_i3 is described by its type, the fault location{s),
the implied equipment malfunction{s), and its likelihood
or membership (given by the CF). The list of hypotheses
is presented to the operator as one or more User Interface
dlsgla.yn. Maore than one dingnosis case may he accessed
and viewed through the use of this standard user interface.

Necessary Data

Diagnosing systems faults requires data about the net-
work, the protection system, as well as the real-time status
of breakers and relays.

Network elements are dencted by two classes: a class
of connections including all the circuit breakers and a class
of segments comprising every element which is not a cir-
cuit breaker. Segments include power equipment such as
generators, transformers, transmission lines, and protec-
tion equipment such as relays. Most types of protective
relays are supported including distance relays, differential
relays, breaker failure relays, etc. Network elements are
represented in the same format used by other EMS appli-
cations,

Since FDS is intended for unassisted, on-line use, all
its real-time information must be provided by SCADA.
When an unintended ecircuit breaker or relay operation
takes place in the network, SCADA provides the name
of all the breakers and relays which have operated. The
distance relays are clasaiﬁessucording to signal type as
primary, high impedance and ground.

Modern relays generate many signals characterizing
the faults. Due to the high cost of wiring these signals
to the substationa’ computer and the limited capacity of
the telecommunication links, only a limited subset of the
signals is available for on—line analysis. The presence of

ditional signals, however, improves the potential ability
of the FDS to discriminate between plausible fault loca-
tions, On the other hand, the design of the system must
be such that the absence of a particular signal should not
Eri.‘l'el:lt the system from finding at least one reasonable
vpothesis,

Types of Knowledge

~ The knowledge used in FDS is obtained from exten-

sive discussion with utility system operation and system
protection persennel. Two modes of rule generation are
g

¢ Rules obtained directly from the appropriate experts
# Rules obtained through case analysis

~ The second type of rules are obtained through exten-
sive simulation and analysis of actual observed cases, Each
case consists of a deseription of the type of observed fault,
the list of discennected :quiprm-.nl.. the list of breakers in-
volved in the disconnections, and a list of relay operations.
In addition, design data on the protection system is also
used to create the rules. These data include information
associnted with the various relay models used, the expected
signals generated by the relays, and the zone coverages of
each of the appropriate relays.

The study cases are execoted using FDS to tune the fi-
nal confidence factors and rules, The correct tuning of the
confidence factors is based on the repeated simulation of



the set of test cases. These Lest cases must be rich encugh
Lo permil the proper calibration of the COFs to achieve cor-
rect discrimination. It is possible, however, to converge to
a set of satisfactory confidence factors after a few passes
through this analysis.

Heuristic knowledge entered in FDS serves lwo pur-
poses:

o Identification of device malfunctions and misopera-
tions

o Adjustment of the membership values (certainty fac-
tors) associated with the hypotheses

. Two types of devices can malfunction: relays and eir-
cuit breakers. Malfunctions and misoperations of these
devices are detected using production rules.

Rules are used to adjusl. the cr,[l.a:int.r factors of the
hypotheses, Tt is clear that the certainty factors of the
rules must be tuned to ensure that the system consistently
places the most likely hypothesizs at the top of the list.
Experience has shown that this tuning does not requires
excessive time or expertise

FDS has been designed so that it can be incremen-
tally improved by the utility’s engineers, As they enter
more specific rules about therr network, the discriminating
ability of the system continues to improve.

Processing of Confidence Factors

FDS uses confidence factors (CFs) as the basis for the
ranking of the fault hypotheses, 15 & measure of the
level of membership of a particular hypothesis in the set
of faulted equipment. The membership level is a number
in the range [0,1].

The produci-sum membership combination algorithm
ig used to revise the levels of membership of the hypotheses.
To compute the revised level of membership of hypotheses
H, let ©Fy be the prior membership of the hypothesis.
Assume that new evidence E is obtained for the hypothesis
gf. denoted by CFg. The new membership for [ is given

¥

CFu+ CFeg = CFgCFg
m= CPHC-:!-PFFE +FCFH{:FE

if CFg,CFg >0
if CFg,CFg<0
otherwise

1 — min i E

If additional information corroborating or rejecting
hypothesis & is received, the same formula may be use
recursively.

Implementation

FDS has been implemented as an integral component
of a suite of artificial mlelli%ence applications. This suite
is part of an environment for knowledge—based decision

support in the EMS [§].

Whenever a relay operates, an alarm is sent and pro-
cessed by the EMS Intelligent Alarm Processor. This pro-
cessor, in turn, will signal FDS indicating the occurrence
of a relay event. At this point, FDS will retrieve the alarm
information and will pause for a number of seconds before

sl.arti.ng the data collection necsssary to procesd with the
diagnosis. Because any relay action will be associated with
a corresponding set -:H}‘brca. er actions, the Topology Pro-
cessing function is used to determine the de—energized net-
works. From the SCADA database, FDS receives, in turn,
all the relay points assceiated with the observed faults.

The Breaker Analysis component of Fig. 1, includes
the following tasks:

1. Assembly of lists of equipment protected by the oper-
ated relay(s).

2. ldentification of de-energized equipment based on the
input received from the Model Update.

3. Determination of any blacked-out islandi{s) from the
de—energized squipment. If more than one indepen-
dent island is found, this will indicate the presence of
a multiple fault

4. Generation of lists of poasible hypotheses for fault lo-
cation{a), and associate breaker and relay aperations
with the components of the list.

Upon completion of Task 4, the inferencing process
is applied to each of the hypotheses in the candidate list
{Inferenee Engine block in Fig. 1). The results are then
sent to an cutput processor for final display.

Conclusions and Comments

The problem of aceurately determining the location of
a fanlt in power systems after a disturbance is, elearly, a
knowledge intensive activity requiring a great deal of oper-
ating expertise and knowledge about the various protection
hardware and schemes used by utilities. FDS is a knowl-
edge based system that can be used to help the operator
determine the location of faults and possible equipment
misoperation.

FI5 has been used in the diagnosis of faults on com-
plex large scale power systems. FDS does not produce a
unique answer. Rather, depending of the circumstances,
it considers many competing hypotheses, and by applying
its knowledge to the available data, 1t produces a ranking
according to the likelihood of occurrence for the various
faults. The rankings produced by FDS are based on the
use of fuzzy membership functions, and are revised by us-
ing the combination rules of fuzzy logic. These rankings
show a relative classification of the possible sutcomes for
the location of the fault, The important aspect of these
rankings is that they should, first, Es accurate (that is, the
actual location of the fault must be the hypothesis with
the Iargal. membership), and second, they must show suf-
ficient separability between the actual location for the fault
and any other competing hypotheses.

FDS does a good job with limited information and
knowledge, If additional knowledge and SCADA data,
such as relay zone information, is available to FDS, its
diseriminatery power is enhanced and flagging of spurious
misoperations is avoided, The knowledge required may be
obtamned from the wtility experts in svstem operations and
system protection. The advantage of a knowledge based
system such as FDS over more conventional software is its
adaptability since more knowledge may be added in the
form of rules without disturbing the basic structure of the
program.
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FAULT DIAGNOSIS FOR
POWER SYSTEM RESTORATION

Shinta Fukui
Mitsubishi Electric Corporation
Japan

Major Incentives for New Applications

Fault diagnosis is indispensable for prompt and pre-
cise power system restoration. When a network fault has
cccurred, an operator in the control center has to judge
and identify whether or not any power network compo-
nents such as transmission lines, transformers and buses
are subjected to the fault. After that, the components to
be re—energized are determined. In this process of making
a restoration plan, an operator's expertise can play an im-
portant part. The network fault diagnosis is expected to be
one of the applications to support an operator’s restorative
operations during netwark disturbances.

Requirements for New Applications

In recent years, with an increase in the number of
wer networks under a control center, the behavior of
F;.Llr.s has become complicated and the fault-affectad area
has broadened as a result. For these reasons, it is increas-
ingly necessary that a control center operator, in the event
of a network fault, quickly and accurately identifies the
faulty section and :Itetetmim:; the nature of the fault {based
on infermation about the fault) and then issues restoration
instructions. The new applications of diagnesing a network
fault are mainly classified into three parts from a restora-
tion point of view.

(1} Faulty Section Detection
In the process of power system restoration, the faulty
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sections that ecannot be used for resteration due to
their electrical damage have to be detected first of all.
This judgment is pﬂ%;rmcd using protective relay ap-
erations and their tripping eireuit breaker information
that are the only real time data transmitted to a con-
trol center during a network disturbance. Therefore,
these detected sections include essentially ones that
do (and do not) need the maintenance of the damage:d
network component for trial re-energizing. This faulty
section detection has been performed by an operator.
But for a human operator who has less experience
regarding network faults, it is difficult to detect accu-
rately faulty sections when multiple faults, or faults
with complicated relay and circuit breaker operations
have occurred.

(2

Fault Cause Estimation

Once the faulty section is determined, it is an urgent
matter for an operator to decide whether or not the
section can be re-energized. In most cases of trans-
mission line faults by lightning strikes, the electrical
fault could be eliminated by trial energizing. So, if
the data concerning an estimated fault cause, such as
lightning strike, bird/animal dashing, galloping and
S0 On, 'lﬂ prmridec[ Lo an upn-.rm'.n(, il!. Ei WEry ||.w1|'u] o
judge the detected faulty section to be reusable for a
restoration route with a trial energizing. To estimate
a fault cause, in addition to real time data neaded
for faulty section detection, the informalion on time,
season, weather, geography, and oscillography is also
used. Except for the oscillograph data inputted by an
operator, all required data can be received on line via
an energy management system (EM3) and a weather
information system.

(3) Faulty Section Isolation

The fault section isolation is very effective in the case
that unrestored loads remain within an cutage area
having a faulty section. Toisolate a faulty section, sys-
tem operators are dividing the outage area into small
sections and energizing each section. These trials are
executed repeatedly. When a supply fault remains in a
faulty section within an outage area after restoration,
energizing search procedure 15 guided. Since subse-
quent operations are determined according to actual
operation results, it is difficult to formulate energizing
search procedure off-line in advance. For this reascn,
each time the system status 15 changed by the energiz-
ing search operation, the succeeding energizing search
operations have to be automatically executed until the
unrestored load is removed.

Implementation Strategics

- Many knowledge based systems for fault detection have
aimed at encoding the diagnestic knowledge of operators
[1]. However, this approach to fault detection requires con-
siderable time and effort to extract diagnostic knowledge,
{described as symptom-fault asseciations) from operators
prior to encoding. The problem with the approach is that
it is difficult to extract all the knowledge for multiple faults
becanse operators could not consider all possible situations
al the same time.

Since the diagnostic task shell [2-4] has a built-in gen-
eral diagnostic algarithm which is not limited to one appli-
cation area, diagnostic systems can be constructed simply
by adding an application model of a diagnosis target. The
built=in B.lgﬂﬁl.fuu per[orm! A& genzr:ﬂe—a.mct—lﬁl. strall-.g}'.



The addition of a protective relay system model to the
diagnostic task shell has made possible the faulty section
detection.

Thus, facility maintenance or protective relay type
change can be easily accommodated by adding o changing
the relevant equipment or protective relay model. More-
over, when relay operation data at the time of a fault s
summarized, the faulty sections can be diagnosed corre-
sponding to the data level simply by changing the data
summarization mode of the data transmission system

Fig. 1 shows the general flow of the diagnostic algo-
rithm and the models incorporated into the diagnostic task
shell. The diagnostic algorithm first generates hypotheses
of faulty sections from action data provided by the pro-
tective relay at the time of fault securrence. Then, while
simulating the protective relay and circuit breaker actions,
it compares them to action data at the time of a fault,
The hypothesis is judged as a faulty section whose simu-
lation process corresponds to action data at the time of a
fault. This simulation process is presented to an operator
a8 referance data for determining which hypothesis is most
likely to be correct,

The protective relay systemn model is comprised of
Eﬂwer system components such as transmission lines and
uses, protective relays, data transmission system, fault
current circuits, and so on. The model contains various
types of relays — not only fault—sliminating relays, but also
transmission line reclosing equipment, trial cutting off re-
lays, and substation protective relays to enhance diagnosis
ACCUTACY.

The determination of the cause of power netweork faults
lias also been done by an operator using information about
the operating relay condition, weather, season, time, geog-
raphy and other factors involved. This task often needs
encugh experience to narrow the possible causes down to
a single one because all the necessary data cannot always
ke obtained and different types of fault rarely present char-
acteristics unique to them, El']'lia is why a fault causes rea-
soming system has not be realized,

Through the implementation study, the possibility of
using an artificial neural network [ANN) to help address
the problem has been discussed, The ANN itself is apt
to become a black box, making it difficult to provide an
operator with grounds for reasoning results. To permit
identifying the cause of a fault properly, a combination of
an ANN and an expert system { ES) was adopted and this
application has besn incorporated into a practical EMS
[3]. The system can also use the results of the oscillogra-
phy data analysis to improve the accuracy of fault cause
determination. The reasons for judgment made are given
using the fault cause estimation ru app[i_cd h}- an ES.
This information is helpful for an operator to see if the
result of the estimation by an ANN is reasonable.

In eslimating the cause of a |‘.a.|_1]tI based on the st
experience of operators, it is possible to eliminate unlikely
pessibilities, ¢.g., & fault may not occur due to construc-
tion equipment bumping into the lines in stormy weather;
slest jump or galloping cannot occur in any season other
than winter; faults by tres contact cannot occur in an area
without trees. To some extent this makes it possible for
the ES to narraw the scope of possible causes of the [ault,

Am ANN is able to build casual relations thal cannot
be described with specific rules by Jearning the past faolt

data. Since the ANN is not badly affected by an input
data loss, a satisfactory solution can be abtained even if
oacillography data is lacking during a network disturbance.
To get accurate data while reducing the learning time, an
ANN for each fault cause is built as shown in Fig. 2. For
exampls, the ANN for lightning strike faults learns all past
fault data as they are cl:miﬁnryf belonging to the lightning
strike cause or not, If the actual information is antered, the
ANN calculates the possibility of the fault being a lightning
strike or not.
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For an outage where a supply fault remains after restora-
tion, a restoration search procedure is formulated on an
operator's demand. Different steps follow a restoration
search, depending on whether or not restoration is exe-
cuted for an operation fault at a given step. Therefore,
when an operator demands formulation, the succeeding en-
ergizing search procedure is automatically made, based on
past-operation system status data obtained via an EMS
each time an operator execubes a restoration search op-
eration, These processes are repeated by applying the



transmission line and substation fault restoration search
knowledge. This application was tested with an operator
training simulator as shown in Fig. 3. When a restoration
operation (including the selection of a restoration search
cireuit breaker, isolation of outage blocks, and load switch-
ing) corresponds to the restoration search procedures is-
sued by a traines using a system operation simulator, it is
judged correct. If not, causes for discrepancies and coun-
termeasures are examined by investigating the restoration
operation from the point at which the discrepancies be-
gin to appear, and the restoration search knowledge which
includes the restoration operation is modified [3].
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Lessons Learned and Future Trend

A diagnostic shell that reflects and makes use of the
nature of model-based diagnaosis of discrete event systems
has been developed to overcome the difficulties explained
above, and has obtained good results for simulated power
systems. For applying it to a future EMS application, the
more detailed protective relay models considering numer-
ical network analysis have been studied to improve faolt
section detection performance,

During a half year field use, about 20 network faults at
a transmission line have besn experienced up to now, and
all of the faulty causes were estimated correctly. The future
study of this area include a learning method of cause eati-
mation for fanlts in a substation that have rarely ccourred
in the t and an automatic communication method for
transmitting the oscillography data to an EMS.

Using the testing system described above, the fault
restoration knowledge has besn revised, And based on it,
currently implementation issues such as interactive data
representation method for the operator, and smart knowl-
edge representation are being studied with power utility
staff toward a practical use.
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FAULT DIAGNOSIS IN THE
ON-LINE ENVIRONMENT

Chen—Ching Liu, Gary W. Rosenwald
University of Washington
1I.5.A.

Power system faults can oceur an transmission lines,
machines, transformers or busbars. HRelays and ciccuit
breakers are designed to clear faults. Communication de-
vices transmit analog and status data from substations
or other monitored points to the control center. Ewvents
such as breaker operations are detected through a Supervi-
sory Control and Data Acquisition (SCADA) system which
monilors the state of the power system. The Energy Man-
agement. System (EMS) analyzes the power systemn data
and reports the system state to power dispatchers. The
purpose of the on-lme fault diagnosis task is to identify
the fault location(s), r.ype(;}, malfunctioning devices, and
their cause-effect relationships from the EMS information
and any other available sources of information.

When a fault oceurs, protective devices are designed
to isolate the fault so that the impact of the fault can be
minimized. However, the protective devices, including re-
lays and hreakers can malfunction. Relays can malfunction
in different ways, e.g., sending a tripping signal when they
are not supposed to, or not sending a tripping signal when
they should, The operating time of a relay can also be in-
correct which may cause unnecessary outages; for example,
a relay may trip before the setting time, not giving relays
closer to the fault sufficient time to operate or a relay may
delay its tripping signal longer than its setting time.

_Fault diagnesis for power systems can be done at the
device, substation, and control center level. At the deviee
level, attempts are made to identify the failure mode of
specific devices such as transformers or generators. At the
control center level, the location and characteristics of the
fault are inferred from data acquired on-line and possibly
other sources. When information is lost (e.g., a failure of
the communication system), a definitive conclusion about
the location, or cause of the fault, may not be possible.

Depending on the extent to which the system is mon-
itored, the method of fault diagnosis may be different.
Based on the level of details, monitoring of the protec-
tive deviees (i.e., relays and breakers) in the control center
environment can be divided into three classes: (1) only
hreaker operations are reported to the control center, (2)
both breaker and relay operations are reported to the con-



trol center, and (3) breaker and relay actions collected by
Sequence—of-Events Recorders (SERs) are communicated
te the control center, In the control center, the level of
accuracy of fault diagnosis depends on the amount of in-
formation available on-line.

When only breaker status is available, a faulted region
isolated by open breakers may be identified which contains
the faulted device. Using the information on breaker oper-
ations, it is also possible to determine some faolt charae-
teristics, e.g., temporary or permanent. The de-energized
region contains lines, transformers and/or bushars that
may be faulted. Busbars and transformers are usually
protected by differential relays while distance relays are
commen for transmission lines. It may be easy to iden-
tify a busbar/transformer fault based on the differential
protective scheme. However, with only breaker informa-
tion, it may be difficult to pinpoint the specific line that is
faulted within the de—energized region. Additional sources
of information may be available, such as information about
automatic switching or reclosures, which may be used to
limit the number of potential faulted sections [1]. For com-
plex scenarios, a fault diagnesis system with only breaker
information may have to hypothesize many fault scenarios.
When the number of hypotheses is large, the effectiveness
of the fault diagnosis tool is low,

If relay information is collected along with the breaker
status data, the information may be used to more precisely
locate the faulted power system element and to identify
characteristics of the Tault (e.g., single or multiple phases
faulted). Additionally, with the availability of relay infor-
mation, it is possible to determine if a breaker has mal-
functicned. If SERs are used to collect precise timing in-
formation (within msci? for relay and breaker operations,
in addition to heil‘lg able to hetter determine the location
of a faulr., malfunctions of rl_-,la,ys and_lu"or breakers can be

detected [2].

The analysis of power system data for fault analysis
can be based on Iflgic or on device/system models. When a
set of protective device operations are analyzed, the loca-
tion of the fault can be logically deduced based on I;c-pologi;
ical, physical, and behavioral relations. Another approac
to fault diagnosis compares the recorded operation of de-
vices and other measurements to models of the devices and
the system. From this comparison, faults are identified
which eould have caused the observed data. For exam-
ple, if the gathered data indicates that pilot tones were
received for both relays on a line, then the relays operated
for a zone | fault which must be on the line between the
relays.

As advanees in communication and computer systems
make it more economical to collect increasing amounts of
data, more data may be reported to the power system con-
trol center in the future. The increased amount of data
will likely contain redundant information and increase the
amount of time and effort required for dispatchers to make
decisions. With the introduction of automatic fault anal-
yais applications, the increased quantity of data can be
analyzed and the results prﬁcﬂtotgl to the dispatchers in a
more accurate and concise form.
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