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ABSTRACT

Computer spplications in control and ion of
electric power systems have besn heavaly affected by
developments in microprocessors and Rlcrooompuber
systess., Hicroprocessors provide design flexibility
a5 well as improved utilization of the hardware and
sof tware resources which can reduce system oost., HumeTous
applications of microprocessors in Supervisory Control
and [mia Aopuisition |SCADA) systems, as well as Digital
Protection (OP) systems have been during the
past Eive yoars, This paper reports on the initial system
design for a new digital subatation control and protection
system, The work reported is being performed by the
Imdustry Systems Division of the Westinghouse Electric
Corporation under contract from Electric Power Research
Institute (EPRI). The main aystem design goal is to
integrate, in an all-digital system, the control and
protection functions. Such a design promises to leprove
operat ional performance, reliability and maintainability
and to reduce system comt. Distributed micTOprooessor
system concepts, high performance lE-bit
microprooessors, high level languages and [iber optic
comrunications are some of the technigues and
technological advances used to achiove the design goal.

INTROCUCTTON

In the past several years, a number of projocts related
to submtation digital control and protection have been
planned and completed by utility companies and ressarch
organizations throughout the world. Several of these
projects msulted in the develgpment of prototype
systems based on mlocroprocessor technology and in some
cases, fiberoptic links were used. The major thnist was
to develop either a digital protection system or a
substation contral and/or data acquisition system using
the latest technology. The concept of integrating
control and protect functions was not deweloped and
implemented on a significant scale. Therelore, the EPRL
project is probably the first attempt bto design a
conceptual ly new integrated control and protection system
using the latest technological developments. Howsver,
the results of the necent projects inthis geneml area
of substation control and protection hawe contributed
to the confidence lewels needed to finally initiate a
mesearch project foran integrated system. The following
review of the state of the art in this ama is based
an the published mports.

The area of digital relaying has been developling since
the late sixties (1). The first prototype systen, the
HWestinghouse PRODARR 70 system (2), mepresents a
sucoeasful feasibility study, Micmprocessors have been
used inthis area since the mid seventies (3. Recently
published reports are related to the development and
testing of a micrpromessor-based melay by American
Electric Power Service Corporation (ACF) (4) and by
Washington State University (1). A minicomputer-based
digital mlay has been developed and tested by General
Electric Compary (GE) (1). Them are a number of

on microprocessor based relays developed and tested in
Japan (1) by TokyoElectric and Kansai Electric Utility
companies in cogperation with Toshiba, Mitsubisni and
Hitachi manufacturing companies. Diglital celaying
prototype systess were also developed in Canada by
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Saskatchewan Power Corporation (5), in Bngland by
Imperial College (6), and in Germany by the Siemens
Company (T].

Applications of microprocessors to the development of
individual ocontrol and data recording functions were
also pecently reported (3). A microprocesscr-based
reverue—metering algoritha was developed and tested by
Chio University. A microprocessor-tased alamm logger
using Fiber—opt ic communicat ionwas developed and tested
by Bonneville Power Adminstration (BFA). Rochester
Iretouent Systems has developed a microprocessor-based
Sequence-of -Events Recorder. Microprocessor-ass isted
Check Synchronizing was designed at the University of
Foorkes, India. A mleroprocessor-based tap—charger
controller was designed by the Irstitute
of Fesearch, Canada, and by the Capricornia Imstitute
af Advanced Bducation, Australla.

The area of Supervisory Control and Data Aoquisition
(SCADR) Systems has been widely influenced by the
development of micToprocessors. There are a mueber of
microporcessor-basead Intelligent SCADN Femote
projects (1) reported by Westinghouse, TRW, Leeds

& Horthrup, Quindar, Control System Industries, Harris,
Mitachi, and BPA. In this gereral area, there are also
important developments in Han-Machine interfaces.
Microprocessor-based intelligent temminals are
manufactured today by several dogen companies in the
U.5.A. alone.

Integrated substation control peojects ame of particular
interest because both microprocessor and fiber optic
technolog ies were used there. Interesting implementat ion
results are published (8) onBPA"s Substat lon Integrated
Control System [5ICS), GE's PROBE Systam, TriState
Generation and Transmission Association's Wray
Surmtation Project, AEP's project (1) and the Public
Service Electric and Gas (PSERG) project (9). Several
reports indicate similar efforts by the Central
Electricity Cenerating Board {(OIB) in England ard by
the Electricitede France (EDF) in France, Some of those
projects utilize both microprocessors and [lber optic
technology.

Finally, inthe areaof Integrated Controland Profection
Systems, there are very Eew published reports related
to prototype systems. An interesting proposal was
published by AEP (10). The only prototype Systen Was
designed and tested jolntly by the Ransai Electric Power
Company and Mitsubishi Electric Corporation in Japan
(1l)s

In sumarizing, itis evident thata significant number
of projects have been completed and reports have been
published. MWicroprocessor and fiber optic technology
were used in some of the prototype installations.
However, an Integrated System of the scale of the EFRI
Substation Digital Tontrol and Protection project has
ot been previously designed and implemented.

System design goals and objectives are to inprove systes
characterists such as utilization, [lexibility,
accuracy, security, availability, reliability,
maintainability and cost. It is believed that these

can be achiewed if the system encompasses
the folloving features.



. System is all-digital,
. System is integrated.
. System provides new functions.

The all-digital designenables use of processing power,
speed and extensive dats manipulation capabilities to
achieve flexibility, availability and security not o
in comentional systems. [t is also important to note
ﬂad-::mwmum‘u-m:muundmrﬂw
digital design which can favor the all-digital approach
over the conventional, hybrid design.

Integration of the protection and control functions
implies possibility for better coordination of the two
basic functions. This enables cptimization of the
control and protection strategies to provide desired
performance of the substation line switching and wol bage
transformation functions. Additional benelitsare better
utilization, Flexibility and reduced cost of an
integrated design compared to the segregated

ional appooach.

convent

How functions are possible to implement because of the
o system features already mentioned: digital and
integrated design. Particulary important is availability
of & common data base which enables creation of data
files not previously available. Additionally, it Qs
possible to develop quite sophisticated maan-mach i ne
interface and improved monitoring functions. Data
validation can be improved using data estimation
technigues. System operation monitocimg is anhanced
using self-checking and fault-tolerant teschnigues,

SYSTEM FUNCTIOHAL RERUIREMENTS

The Functional pequrements consist of those funccions
now being perfomed through conventional protection and
conkrol devioes plus additions which may be feasible
because of the flexibility of digital processors. The
pecgui pements we e developed af ter extensive consultation
with six electric uwtility advisors to reflect a wide
mange of needs and practices. They mepmesent a
reascnable compromise betwsen utility requirmements and
preferences vis-a—vis cost and complexity of
implementation. A number of functions were defined and
their requimements were specified. These functions
have formed the basis For further detailed system dosign.
The functions Fall under four general categories:

Protection Punctions

These functions initiate highspeed tripping of circuit
breakers at sach terminal when a fault is detected
anywhers along the protected zone of the corresponding
component.  They are:

. Lime Fault Protection

. Transformer Fault Protection

. Bus Fault Protection

. Shunt Reactor Protection

. Breaker Failure and Fault Frotectlon
. Transfer Tripping

Pilot and non-pilot protection with delayed rencta backuap
protection are provided for lLines. Transfoomer erip
logic includes ower-excitation, differential
owrcurment, and time overcurtent protection. Phase
differential ion with ground owercurcent as
backup, and transfer tripping features are also provided.

Mutomatic Contral Punctions

These functions carry out control gemtions at a m@ite
lower than protection functions. Automatic contral
functions are:

s local Control of Voltage and VAR Flow
. Tie Tripping :

« Load Shedding

. Mutomatic Reclosing

. Synchroniss Chackirg and Syncheonizer Closing

- Automatic Switchim) Sejueiaes
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transformer tap changers or by switching capacitor o
reactor banks. Tie lines may be tripped on sustained
heavy power cutflow and system underfrequency. Blocks
of load paybe dropped and restored as system frequency
crosses predelined levels. When line or, optlonally.
bus breakers trip, they may be reclosed n times
automatically. Synchronismconditions are ehecked prioc
to manual and, optionally, sutcmatic closing of clrcuit
breakers. Finally, sequences for automatic

reconf iguration of faulted equipment are provided.

Mmitoring Functions

The monitoring functions include :?-aruuim and
periodic testing of the integrity of system components.
Monltoring functions are:

Pilot and Transfer-Trip Channel Monitoring

Load Monitoring and out of Step Protection
Monitoring and Control of Breakers and Switches
Inferential Measurement Owck

Transformer Overload and Tep Position Monitoring
Self Checking

e s s 4w

Dnta Aoguisition, Recording and Displaying

Under this category are grouped all the functions which
pertain to the interfaces betwesn the protection and
control system and the external world--SCADA masters,
local and pemote operators as well as all the information
displayed to them. Thasa functions are:

+ Local man-machine Suberystem.

. Bemote SCADA [nterface.

+  Alaming.

. [eta Logging.

«  Revenue Metering.

. Becording and Indication of Sequence of Bvents.
. ecillography.

. Line Fault Location Estimation.

SESTEM ARCHITECIVRE

The successful &:.11;11 af this system deperds on the
appropriate grouping and configuration of systen modules
and allocation of the functions to these modules. These
topics are described in this section.

Symtem Conf igurations

The system concept 18 an organization of multiple
microprocessors performing protection and control
funct Lons and connected by optical fiber links to remote
data aoguisition units distributed in the substation

wwitchyards,

The options involved indistribsting the data acquisition
units inthe substation switchyards and intercormecting
them with the protection processors are of particular
interest because of their effect on system cost and
perfornance,

Data gathered at any point in the switchyard must be
distrituted totwodifferent protection functions. All
breaiers connected to a4 bus prowvide data for the
proteceion of that bus as well as for protection af
either a line or a transformer. The center Dreakars
in a breaker-and-a-half bay provide data to either of
two differsnt protection processors. Figure L
illustrates the overlapping zones of data collection
for the basic protection functions in a typical
substaktion.

Figure 2 shows five different ways in which data from
ore broaker may be distributed to two independent
Eunction Processors.

& type | configuration uses teo completely independent
paths, This is the greatest possible scparation of
functional hardware and the most modular system. It
is easiest to adapt to different substations and to
expand 48 4 subsLation grows.
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Figure 1 Punctional Grouping Of Data In A Typical
Supstation

Type 5

Figure I Configurations Por Distributing Oommon Data

Figure 3 Systen Configuration

A type 2 configuration has a single data aoquisition
unit and optical link which at some point is comeected
to an electrical signal tapped by the two different
function processors, This configuration eliminates
hardware dplicationof dataacquisitionunits and links
at the expense of somewhat more complex link control lers
at the function processor lewel.

A type 3 configuration also uses & single daka
mq.uslum unit and optical link but the data that

the second function processor requires is provided via
a crosslink, This configuration requires the least
hardware but 18 the least modular. It also introduces
new problems dee to delay in retransmission of data
from the first cluster to the second and the dependence
n:th the second cluster on the proper operation of the
irst.

A type 4 oconfiguration has a single data aoquisition
unit with separate links to two different function

processors. It eliminates data acguisition, but nok
data lirk, duplicatica.

A type 5 conflquration has a single data soquisitiom
unit andoptical linkwhich deliver data tobe shared by
two [unction processors which are closely linked together
in one cluster, Within the cluster, each protection
function is assigred to an individual protection

processor but below that level, specific hardeare is

nok segregated by protectlon function.

T main goal of the systen configuration development
has been bo share data acquisition and link hardware
while retaining reasonable modularity so that the mystem
is reliable, adaptable, expandable, and easy o maintain,

Dnta Commumication

Three different types of comunication paths in the
system are shown in Figure 3.



Data Links. [mta links are dedicated, point-to—goint,
serial optical comunication connections between data
acquisition units in the field and function processcrs
in the control house. Optical communication was chosen
because of its lemenity to high voltage switching
transients and other types of EMI found in the substation
switchyard ervironment, The physical link consists of
a cable with two optical fibers, o for transmission
in each direction. Controllers at each end of the link
use VISI advanced protocol chips to isplement an S0LC

1 on the link and can transmit and receive
simultanesusly. An SOLC protocol «as chosen Decause
it is widely scoepted, efficient at the required message
lergths, relianle due to CRC error detection, and well
supported with LS1 technology.

%m‘ S-Bum), The 5-Bus ties the various devices
at the function processor level together into clusters.
The S-Bus is a parallel, L6 bit, TTL level data bus
with & spesd of 0.1 to 1.0 microseconds per memo
operation. The [unction prooessors, link contrallers,
and highsay controller shown in Figure 3 all interface
to the S-Bus with shared mencries. Data mrsement amng
these 5-Bus devices can be controlled either by the
device requesting or supplying the data, or by a bus
master. The [irst metbod results in a minimam nomcer
of devices being lmvolwed in the dats and link
controllers, but it also spreads the contral of the
data flow among several devices that may reed to be
reprogrammed when the system is changed of expanded,
and it adds some complexlity to each device's bus
interface. The lnitial system design will use the bus

master approach.

Fata uign%. The data highway is a serial multidrog
communication system connecting all clusters together
and b0 the station computer. It is defined in four
ascending levels: physical medium, acoess procedure,
MR + and user intecface. Coaxial cable was
chosen as a physical medium for use within the control
house environment becasse it is reliable and cost
effective. The bus access procedure will be determined
after the completion of an analysis comparing the
regquirements of communicat ion among clusters and babeoen
clusters and the station computer. These requicenents
are affected by function allocation and system
configurationa which are discussed elsewhers. The
message protoool will be abitoriented SOLC-like Eocmat
with address Field modif ications. This format was chosen
for the reasons cited in the previows discussion of
data links. The user interface i3 a shared memory which
allows unrelated activity to take place on the 5-8us
while highway transactions are in progress.

Function Allocation

The functions previously described must e properly
allocated among the various levels of the hieracchy
illustrated in Figure 3. The objectives of this
allocation are to improve spesd of cesponse, to simplify
system understanding and software lmplesentation, to
improve ease of reconfiqueation upon detection of
subsystiom failures, and toninimize SLOTage requlrements.

Por speed of response, it isdesirable to locate functions
at the lower level of the hierarchy. For availability
of data and ability to access data quickly and make
decisions centrally, it isdesirable to locate functions
at the upper level. A 54 must be reached that
splits the allocation of functions according to their
characteristics.

Each function canbedivided into modules which pecform
distinct classes of operations. These are.

+ The acquisition and processing of input datka.
Tre caloculations or logic required to generate either
operator warnings and alarms oo protection and control
actions.

+ The coordination and carrying ocut of control actions.

. The comunication to the ocutside world including
operator inputs and CHT display ocutputs, and
interfaces toSCADA master and protection engineer's
conacle.

Each function was decompesed lnto (ks individual modules
and each mixkile was then sllocated to a particular level
in the hierarchy.

At the lowest level, the data acguisition takes place
periadically and synchroncusly at the mateé of 16 sanples
per cycle, Instantanecus values of currents and
voltages as well as breaker and asuwiliary equipment
status ame deposited in buffers at the protection

prooessor clusters.

Ther protection function algori thes and contral functions
which invalve information [rom a single breaker or bay
only, are perfommed at the cluster level. PS5 values
and other poer system parmmeters are caloulated and
tranmmitted to the station computer at a loeer mate.
Gecillography data and sequence of events data are
recordsd at the cluster level and transmitbed Jpward
for display at the station computer lewel.

ther controls, requiring infommation from locations
theoughout the entire substation, are performed at the
astatlon conputer level. All geerator inputs and displays,
as well as interfaces to SCADA master and protection
engimeer's console are located at the station computer
level, Operator control requests are tranamitted to
the cluster level for esecution by the protection
PrOCESSOTS. q

tem Interfaces

Systen interfaces fall Into bwo broad categories:
intermal and extermal interfaces.

Internal interfaces exist between three basic locaticons
within the system: substation computer, prooessor
clusters, and data acquisition units. The physical
data paths are the data highway, the cluster 5-Bus
and the data link between the data acguisition units
ard the cluster.

External interfaces are conmected either tothe intermal
busses within each of the locations or to the physical
link betwsen them, The man-sachine interface and the
interface to the mmote load dispatching center ame
connected tothe intemal bus of the substation computer.
The interface to the fleld transducers is connected to
the intermal bus of the data acguisition mits. To
accomodate cootdination betwesn two systems at opeosibe
ends of & transmission lime, pilot amd transfer trip
comunication channel interfaces ame provided. These
interfames are connected tothe cluster S-Bus. Interfaoe
to a cluster of a different type is provided at the
data higheay lewel.

SYSTEM HARIWARE, (CHMUNICATIONS AND SOFTWARE

Hicroprooessor

The micropiooessor used o the protection
algorithes and related functions in this system must
ment the following mequirsments:

. Rave the spesd necessary to isplement its function 16
times per power cycle.

. De available for Eield installation in 1982,

« Be compatible with an overmll protection p o
function reliability goal of an MIBF of 10 hours
at q0°C.

« Have a low enough cost so that the toral system can
compete in cost with existing relay systems.

The last two mequiresents can only be met wsing VISI
microprocessors.  The speed requiresent pules out all
but the latest gemeration 16 bit microprooessors.



These prooessors have also boen evaluated in terms of
a rumier of other Factors that were considered desirable.
These can be groged into four areas: architecture,
product family, support, and vendor.

mesirable architectural features are powerful sddressing
modes, symetry in registers and instruction set, and
trags for error recovery and future fnstructions.

The precessor family should inelude devices for memory
managesent, [MA, and real arithmetic processing.

Support products include real time operatling sof tware,
high level lanquage compilers, development systems both
for initial develgment and for field use, and PC board
level products for use in the system.

The Motorala 68000, Zilog 28000, Intel B086, and TI
§300 mest the requirements with the passible exception
of speed. Benchmarks based on the actual protection
algorighms and celated functiona are now being prepared
for this test. Bassd on relative speed comparisons
and the other considerations listed as desipeable, the
Motornla GE000 has tentatively been chosen to leplesent
the protection processor function.

Optical Comunication

The optical comunication links betwesn protection
processor clusters and data acquisition units have the
following requirements:

. Data transmission mte of LMHZ.

. Bit transmission error rate of 107,

. Low maintenance oost.

. Immunity tehigh volbage switching transients and other
EMI S0UrTes.

. Langth up to 500 meters.

. Compatability with substation installation
Toqui rements.

The link contrallers consist of an 151 advanced protocol
serial interface chipdriven by aneight bit alcromomputer
with [HA. Manchester encoding is used onthe link. The
gptical source is an infra-ced LED and the detector is
a PIN dicle. Thesedevices ape reliable, low cost, long
lived and goerate owr a wide tesperatume range.

The cptical conduction mediam is an ical cable with
twe gilica Fibers (oe for each direction). The cholce
of cables is detemmined by thelr gmmting bemperatum
ranges, gereml comstrection, price and gptical

specifications, Ferfomance s considersd last because
moet oomercially available Fibers surpass the

requirements imposed by the relatively short distances
[500m) and modest data rate (1MiEz]) of this appl leat lon.

System Software Requirements

In the design and implementation of any eal time
computer systen, the software considerations are of
extrome importance. There are two classes of sof tware:
First, there isthe totality of programs which describe
all the spplication functioms; second, there are thome
system software programs and seovioes which provide the
m-line and off=line environment in which the
application programs are developed, tested and executed,

The selection of alanguage for application programming
has besn a major area of project imestigation. Key
elements cosidered as goals are: mliability,
maintainability, modularity, documentation, general
industry acoeptance, portability, program and poog camme

efficiency at the anticipated levels of skill. These
goals are achieved through a high lewel language. The
particular language selected is Fascal. It has an easy

to understand syntax contained within a rigooous block
structure which supports all the needed control
statements and which peemits prograsmer defined data
structures,

The system software requirements ape different at the
various levels in the hierarchy of processors.

At the data acguisitien level the problem is ore of
synchronization and timing. When synchronized, the data
acpuisition unit automatically puts on the link all of
its analog and digital signals once ewery sampling
pericd.

The progrsns at the protection processor cluster level
are characterized by sequential prooessing. Howmwver,
processing cannot begin unkll all the data mquired for
the caloulatims of the current sampling interval are
present, A facility for signaling the availability
of all data is pequired. Software must alsobe provided
to insert control comands intothe data link buffer in
responss to output Erom the protection algorighms.
Ancther requirement for the protection processcrs is
time delay countdown and progmn resumption. Many time
delays are used bn the logic of control algorithme. The
synten should have the capability of maintaining several
eoncurTent time delays expiring at different intervals.
Another requirement is the ability to comunicate signals
between adjacent processors. This commmication is
either through a croms link o through the data highmeay .

At the substation processor level, because of the greater
variety of functimma executed, there is need for

concurrent maltilevel prosessing with independant event
driven input—output facilities. Timed task initiation
and time delays are also required. The functions which
mequire 10 facilities are the cperators console

interfaces, the remcte SCADA interfaces, the local cutput
devioes (printers, CRT's, etc), and the interface with
protection processor clusters through the data highway.

What has been discussed so far are onr-lime system
goftware requirements. In addition to these, there are
pequirements for the elfficient generation, debugging,

tom testing and modification of application programs.

1 micrprocessor manufacturers provide canventional
software development Facilities which include
assemblors, conpilers, loaders, instruction simlators
and debugging packages. In addition, for purposes of
system testing of application programs some kird of
similation is required sothat the best enviroment will
be as realistic as possible.

civen belaw is & brief discussion of the acst important
system performance parameters with an explanation of
their relationship to the systen characteristics.

Ueilization of the equipment is optimized by using the
same signals and processing devices for multiple

functions. In an integrated system, signals are brought
to a centmal lecation through multiplexed [iber gptic
links and there used by all functions requiring thesa
signals, €.g. the same signal is used by both protectlon

Flexibility is provided by virtue of the fact that tha
sysbem is programrable and integrated. Frogoanmability,
elther in software or [imware foom, enables changes
to be made when system eperational parsmseters change.
The fact that the system is integrated provides
flexibility in system performance evaluation because
changes in the system can be casily located and tested
against all of the other functions which can be aflectad
by thess changes.

Accuracy is anckher advantage of digital systems. In
such systems, decisions can be made based an
characteristics of the shape of input signals. Accuracy
in digital systems is further improved over conventional
systems through error detection and correction techniques
m transmitted data.



Security U8 achiewed through a better decialm-mklr?
DO For example, it is possible to run severa
mtection algorithms in parallel and conpare the results
s that control is taken anly if outputs of the related
decision prooesses are Ln agresment.

Mvailability is improwved conmidembly through self-
checking and prompt error detection.  This provides
better system availability even in cases where the
meliability of individusl devices is melatively Llow.
Autcmatic failowsr also enhances avallability.

Reliability of digital devices is, in gereral, quite
good. Bquipped with self checking features, digital
mlays can indicate their cwn failure. This improves
the meantime to repair (MITR) as well as the mepalrc
stmtegy. Themfore, digital devices can provide an
improved availability.

Maintainability is probably sasier Ln oorentional
mystemn than in computer based systems. However, compact
packaging of compubters can provide sase of replaci
of the faulted parts. This of course assumes additiona
features which provide a straight forward procedure for
locating the faulted module.

Cost reduction berefits are achieved through the use
af new technology, and rew design concepts. The cost
for new lé-bit microprocessors, pew LS communications
and [/0 chips and fiber optics is rapidly decreasing.
Integqration of protection and control functions plus
self chedcing capability also peduce both initial
equipment cost and coat of testing, maintalning,
modifying and expanding the system.

TOCLOT

# work done onthis project to-date, has been related
o the definition of mysten functional irements,
the study of econcmic and technical feasibilivy of the
use of microprocessor and [iber optics techrologies,
the investigation of system architectures and the
specification and initial functional designof equipment
and software modules (12, 13). The next phase of the
project is the detailed design, implementation, in—house
testing, installation and extended field vesting of a
prototype in an actual Utility site. Further progress
on this project will be published in the future.

The results obtaiped so far are encouraging. It appears
that the approach taken Ls feasible both technically
ard sconomically. The constantly decreasing cost of LEI
ard [1ber optics technologies, the flexibility of digital
programmable syskems and the concepts of integration
of protection and contrl functions, proml se a successful
implementation of an integrated microprocessor bDased
protection and control systes.
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