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The Intelligent 

Economic Alarm 

Processor analyzes 

thousands of alarm 

messages to provide 

recommendations 

that optimize the 

total economic 

impact under 

fault scenarios in 

electricity markets.

grid-operating states in real time and share 
such information among market partici-
pants. Command and control choices might 
result in different financial consequences 
for market participants and severely impact 
their profits. The effects are both short 
term, as in day-ahead and real-time mar-
kets for energy, reserves, and congestion 
relief, and long term, as in investments in 
transmission and generation capacity. Be-
cause of this, new solutions are necessary 
to integrate grid control and market opera-
tions while accounting for both good engi-
neering practices and appropriate economic 
incentives.

Past studies have illustrated the relation-
ship between physical grid operations and 
market activities from various aspects. For 
example, one described the interface and 
persistent gap between market and grid 
operations in restructured electricity mar-
kets along with lessons learned through 
the restructuring experience in the US and 
abroad.1 Another discussed how to mea-
sure and manage the market risks in op-
erations in both operational and financial 
ways.2 Researchers have proposed models to 
demonstrate the financial effects of power  

purchase based on the probability of con-
tingency occurrence and consequences. The 
economic alarm concept was first raised to 
augment conventional electrical alarms and 
notify operators and market participants of 
changes in operating and economic condi-
tions in an electric power system.3 The ini-
tial study ranked alarms based on the eco-
nomic severity and a set of predetermined 
events that would give suppliers the ability 
to exercise market power in response to an 
alarm.

Alarm processing is an important part of 
electricity grid operations that has been a 
traditional feature of the power-grid energy 
management system (EMS) studied over 
the past few decades,4 and researchers have 
developed several new expert system ap-
proaches.5,6 Despite the variety of proposed 
solutions, however, operators still need a 
better way to monitor the system than what 
existing alarm-processing solutions offer. 
Because power system events affect both 
the power system’s operation and the power 
market, the importance of an electric event 
should be expressed in terms of the eco-
nomic importance, and the economic impact 
should be correlated with electrical alarms.3

T he advent of electricity market deregulation has placed great empha-

sis on information availability and analysis and the subsequent deci-

sion making to optimize system operation in a competitive environment. This 

creates a need for better ways to correlate market activity with the physical 
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In this article, we extend our previ-
ous Intelligent Alarm Processor (IAP) 
work by incorporating economic 
alarms. We first give a list of the fault-
occurrence possibilities based on the 
Supervisory Control and Data Acqui-
sition (SCADA) and intelligent elec-
tronic device (IED) signals the system 
processes using a fuzzy-reasoning  
Petri net (FRPN) model.7,8 Follow-
ing these events, our solution calcu-
lates and analyzes changes in power 
flows, locational marginal pricing 
(LMP), and other indices. Thus, we 
provide a closer cause-effect rela-
tionship between the physical power 
world and the market and translate 
both physical and economic alarms 
into easy-to-understand, real-time 
information.

Grid/Market Relationship 
and ISO Responsibility
The market structure for scheduling 
electricity includes forward bilateral 
contracts and centrally coordinated 
markets for day-ahead, hour-ahead, 
and real-time energy and ancillary 
services. Once the forward markets 
have closed, the real-time market 
operation coincides with real-time 
grid operations. Schedules from the 
forward markets are implemented 
in the real-time dispatch, and the 
system operator responsible for bal-
ancing and regulation selects and 
dispatches resources made available 
through the markets to provide an-
cillary services.

When some operating parameters, 
such as voltage and current, exceed 
acceptable limits, the system shifts 
spontaneously (see the dotted lines in 
Figure 1) to an emergency state. The 
result is usually an automatic control 
action (see the solid lines in Figure 1),  
such as the tripping of a relay, which 
takes the system into a more accept-
able, but not fully functional, restor-
ative state. Analogous states and  

transitions also apply in power mar-
kets, with some notable differences, as  
Table 1 shows.

The independent system operator’s 
basic responsibilities include monitor-
ing system security functions and re-
dispatching generation as necessary 
to eliminate real-time transmission 
congestion and maintain system reli-
ability; this includes taking all neces-
sary emergency actions to maintain 
the system security in both normal 
and abnormal operating conditions. 
Figure 2 shows the ISO’s reliability- 
and market-related functions at vari-
ous sizes and timescales.9

Based on the assumption that the 
system reliability is not immediately 
threatened when certain fault events 
occur in the system, our Intelligent 
Economic Alarm Processor (IEAP) 
model gives market participants 
advanced notice of an imminent 
need to serve scheduled loads, find  
replacement transmission transfer 
capacity, or meet service needs. Mar-
ket participants might often be able 
to find economic benefits and ad-
just their market strategies accord-
ingly if they are given such advanced  
notice.

Grid/Market  
Integrated Model
The IEAP can be implemented in a 
control center to assist the grid op-
erator in rapidly identifying faulted 
sections and market operation man-
agement. Figure 3 illustrates the ap-
plication’s structure and its SCADA 
support infrastructure.

In such a solution, field data such as 
relay-trip signals and circuit-breaker 
status signals are acquired by the 
SCADA system’s remote terminal 
units (RTUs). In the control center, 
the SCADA master computer puts the 
input data into a real-time database 
and updates them at each scan time.

The IEAP application includes two 
modules, the fault-section estimation 
application and the economic alarm 
processor. The first module uses the 
fuzzy-reasoning Petri net (FRPN) diag-
nosis model and data in the real-time 
database corresponding to each section 
in the rough candidate set. Each sec-
tion is associated with a truth degree 
value (the possibility of fault occur-
rence). The section with a truth degree 
value greater than a certain threshold 
will be included in the refined fault-
candidate set. Such a set is presented to 
the grid operator for decision making.

In the second module, the proces-
sor initially analyzes the fault severity 
based on the information retrieved 

Figure 1. System operating states. The 
dotted lines indicate when the system 
shifts spontaneously, and solid lines 
show an automatic control action.

Emergency
state

Normal
state

Restorative
state

Table 1. Market operating states.

Type Configuration Market parameters

Normal All MPs complete* Within limits

Emergency All MPs complete* Parameter(s) violate the limits

Restorative Structure incomplete Within limits
*Market participants (MPs) include generator companies, transmission owners, load-serving entities, and other nonasset owners 
such as energy traders.
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from the fault-section estimation mod-
ule and gives the changes in LMPs, 
total generation cost, congestion 
revenue, and so forth with electricity 
market schedules and trends. Then, 
the grid operator will carry out vari-
ous suggested restorative actions to 
optimize the overall benefit.

Fault-Section  
Estimation Module
Alarm processing is a stressful, time-
consuming, and accuracy-restricted 
effort when multiple faults, failures 
of protection devices, and false data 
are involved. Researchers have re-
cently spent a lot of effort on filtering 
and suppressing alarms based on the 
AI techniques in practical systems.4,10 
So far, the major AI techniques used 
include the following:

• Expert system (ES) techniques are 
well suited for a diagnosis problem 
such as fault-section estimation be-
cause they mimic the behavior of 
fault-analysis experts who perform 
fact-rule comparisons and search 
consequent steps.5,6

• Fuzzy logic (FL) techniques offer a 
convenient means for modeling in-
exactness and uncertainties, making 
them a powerful solution to handle 
imprecise and incomplete data.

• Petri nets (PN) techniques pos-
sess the characteristics of graphical  
discrete-event representation and 
parallel information processing.

An implicit disadvantage of tra-
ditional knowledge-based systems 
is that they might be unable to han-
dle complex scenarios that they did 
not encounter during knowledge ac-
quisition, implementation, and vali-
dation. They might also suffer from 
slow analysis because of an involved 
knowledge representation and infer-
ence mechanism. Solutions based on 
a discrete event view of Petri nets also 
have several limitations.

Our proposed FRPN technique 
gains the advantages of expert sys-
tems and fuzzy logic as well as par-
allel information processing. Some of 
the disadvantages of previously men-
tioned individual techniques might 
be offset by the benefits of combining 
these techniques. (We illustrated the 
alarm diagnosis algorithm and model 
we used for this case in an earlier 
work.7) Figure 4 shows the protection 
system configuration for this case.

When one or more faults occur on 
certain sections of the power system, 
protection devices will also reach a 
certain status accordingly. The ob-
served circuit-breaker status signals 

obtained from SCADA system RTUs 
are used as inputs to estimate the 
faulted sections. The logic-reasoning 
method uses the relay status obtained 
from the real-time database to vali-
date each candidate-fault section. The 
strategy is to build one FRPN diagno-
sis model for each section of the power 
system. Each model establishes reason-
ing starting from a set of SCADA data 
to the conclusion of fault occurrence 
on its associated section with a certain 
truth degree value, as Figure 5 shows.

We use a backward-reasoning con-
cept to structure the FRPN di-
agnosis models and generalize the  
design for transmission lines and buses  
(see Figure 5). The AND-OR structure 
concisely represents all the possible 
combinations of main, primary-backup, 
and secondary-backup protection  
operations for inferring a fault.

Based on this proposed structure, 
we can develop all the FRPN diag-
nosis models. As an example, Figure 6 
shows the FRPN models for the trans-
mission line BBSES_60A and an exam-
ple for the weighted-average operation.

The IEAP gives each proposition 
a truth degree value to illustrate the 
strength of confirmation. We use a 
weighted-average operation when 
calculating the truth degree value of 
a consequent proposition from the 

Figure 2. Independent system operator’s (ISO’s) basic responsibilities. We show the reliability- and market-related functions  
at various sizes and timescales (in a continuum from real time to long term).
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truth degree values of its antecedent 
propositions.

The weighted-average operation 
has two benefits. First, we recog-
nize the relative significance of an-
tecedent propositions in implicating  

the consequent proposition using 
the weights of antecedent proposi-
tions. This is particularly meaningful 
when considering the cause-effect 
relation among antecedent prop-
ositions. In our assumption, the  

opening of the circuit breaker is the 
effect of a relay trip. The “circuit 
breaker opens” proposition is gener-
ally given larger weight than that of 
the “relay trips” proposition because 
a circuit breaker opening indicates  

Figure 3. Intelligent Economic Alarm Processor (IEAP) structure. Support for Supervisory Control and Data Acquisition (SCADA) 
is also included in the infrastructure. (RTUs are remote terminal units.)
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the completion of a protection oper-
ation more directly. For example, re-
garding the rule r3 in Figure 6, the 
proposition p5 “BLR4160 Trip” will 
be given a weight 0.4, and the prop-
osition p6 “CB4160 Open” will be 
given a weight 0.6.

Second, we effectively handle 
the false-data problem by averag-
ing the truth degree values of ante-
cedent propositions. For example, 
when the relay MLR4160 trips and 
the circuit breaker CB4160 opens as 
a consequence of a fault on the line 

BBSES_60A and “MLR4160 Trip” is 
not observed, p15 (which stands for 
“main protection operates”) will still 
get a moderate truth degree value in-
stead of 0, which is a moderate truth 
degree value for the final conclu-
sion. Thus, the larger the number of  
input data, the more effectively we 
can counter the impact of false data.

Economic Alarm  
Processor Module
Once the fault-section estima-
tion module detects a fault, the 

economic alarm processor first 
checks if there are any thermal vi-
olations and calculates the changes 
in the LMPs, total generation cost 
and congestion revenue, and so on. 
Then, it gives a suggested redis-
patch action to optimize the total 
social welfare or some other agreed 
upon “equality” criteria. The mod-
ule’s objective is to minimize the 
total generation cost. Because the 
market transactions have already 
been scheduled prior to the fault 
event, we can consider the demand 

Figure 4. Protection-system configuration diagram. The protection-system configuration consists of nine sections, including 
three buses, two generators, and four transmission lines.

MLR: Main line relay BLR: Primary backup line relay SLR: Secondary backup line relay
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Figure 5. Backward-reasoning concept for structuring transmission line diagnosis models. Each model establishes reasoning 
starting from a set of SCADA data to the conclusion of fault occurrence on its associated section with a certain truth degree value.
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inelastic, so minimizing the total 
cost is the same as maximizing the 
total social welfare or equality cri-
teria. Therefore, we can write the 
problem as
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PGi is the generation from generator 
i, and NG is the total number of gen-
erators. PLj is the demand for each 
load j, and NL is the total number 
of loads. Ci is the generation cost 
for generator i, and Fij denotes the 
power flow from bus i to bus j. zij = 1 
when line ij is operating normally, 
and zij = 0 when a fault is detected 
on line ij. To simply demonstrate 
the concept, we assume the param-
eters for the system in Figure 7 and  
Table 2.

The economic alarm processor 
module will then send signals about 

changes including the LMPs, conges-
tion, shadow prices, and so forth to 
the grid operator and market partici-
pants. This information 

• gives them access to the short-
term transmission needs in the 
grid;

• lets operators redispatch generators 
based on scheduled transactions 
and real-time market needs;

• assists operators in making trans-
mission operating decisions opti-
mal for economic efficiency as well 
as grid reliability; and

Figure 6. A fuzzy-reasoning Petri net (FRPN) model for the BBSES_60A fault. We use an example for the weighted-average operation.
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• lets market participants  
identify trends in LMP, 
line loading, and de-
mand levels to find 
and make transactions 
in the near future in 
anticipation of these 
trends.4

In this case, we know 
in advance that the line 
3-5 is faulted. The tra-
ditional response is to 
run optimal power flow 
based on the current to-
pology. An earlier work 
raised the idea of optimal 
transmission switching.11 
Assuming that taking a 
transmission line out of service will 
not result in degrading current grid re-
liability, we can achieve potential eco-
nomic savings. In the following case 
study, we verify this idea by taking 
the redundant element out to optimize 
the total social welfare or equality  
criteria.

Case Study
On 5 September 2007, a tornado in 
Texas tripped two 345 kV lines and 
two generators in one substation. 
We used case data taken from the 
SCADA database that was used by 
the EMS to monitor the area. The 
first was captured at approximately 
7:49 a.m., before the event occurred, 
and the second was captured at ap-
proximately 7:54 a.m., just after the 
event occurred.

This case assumes that the circuit 
breaker’s operation is tripped by the 
associated relays, thus allowing the 
relay status to be obtained to vali-
date the fault. Figure 8 shows that 
circuit breakers CB4210, CB4220, 
CB4160, and CB4920 were de-
tected. As a result, Line BBSES_60A 
is faulted, and its truth value is 
0.8550.

When the signal indicating that 
BBSES_60A (which is line 3-5) is out 
of operation is sent to the economic 
alarm processor module, the cur-
rent situation is quickly analyzed.  
Table 3 shows the prepared sum-
mary report.

In this example, the loss of line 
3-5 causes the line 3-4-1 to exceed 
its thermal capacity. To relieve it 
from violating the limit, the module 
gives two suggested actions. The first 
is to adjust the generation, which 
results in an increase in the total  

generation cost. The sec-
ond is to take the line 
3-4-1 out, assuming no 
other reliability or se-
curity standards are vi-
olated, and the system 
total generation cost re-
mains the same.

One or more faults oc-
curring in the grid could 
trigger numerous alarms, 
and those alarms will 
put the grid/market op-
eration into alert state. 
Those alarms will be 
only sent to the grid op-
erator to verify the fault 
and take appropriate ac-
tions to restore the grid. 

The processed information could be 
distributed to all the market partici-
pants for their future strategies in the 
market. Table 4 compares existing 
approaches and our solutions.

The review of the relationship 
between grid and market op-

eration indicates that our approach 
can help to integrate grid control 
and market operations. Our IEAP 
model takes the best aspects of exist-
ing AI techniques and extends them 

Table 2. Test case data.

Lines Reactance x (per unit)* Capacity (MW)

Line 1-3 0.4 200

Line 1-4 0.4 200

Line 2-3 0.4 400

Line 2-4 1.0 400

Line 3-4-1 0.4 50

Line 3-4-2 0.3 200

Line 3-5 0.8 400

Line 4-5 0.4 400

0 < PG1 < 1,000 MW, C1 = 20 P1 $/hour,
0 < PG2 < 1,000 MW, C2 = 15 P2 $/hour

L3 = 275 MW L4 = 325 MW L5 = 100 MW
*In a alternating-current electrical circuit (RLC series circuit), reactance is the imaginary part of impedance and is caused by the 
presence of inductors or capacitors in the circuit, denoted by x.

Figure 7. Five-bus test system. This one-line diagram shows the 
faulted system with two generations and three load nodes.
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for electricity market use. For market 
participants, the competition result 
is unknown because there is no way 
to predict who will win. However, 
the one who has been notified by the 
IEAP in advance and changes their 
strategies accordingly will have sub-
stantial advantages.

In practice, the weight factors need 
to be assigned through collaboration 
with the experienced operators and 

maintenance staff, who are familiar 
with the importance and reliability of 
each component in the power system. 
We can also add more market indices 
in the summary report for the benefit 
of the whole system and market par-
ticipants, such as financial transmis-
sion rights (FTRs).

To reduce the operators’ burden, 
the ultimate screen in the control 
center will not show any redundant 

numerical truth degree factors or 
alarm messages. Instead, a final fault-
analysis result and some possible rec-
ommendations will pop up to help 
the operators make a quick decision. 
However, the intermediate cause- 
effect analysis procedure is available 
any time the operators are ready to 
monitor it.
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Table 3. Economic alarm processor summary report.

Before the fault

Fault detected? No

Any thermal violations? No

Generation 1 300 MW

Generation 2 400 MW

Total generation cost $12,000/hour

After the fault (if no action is taken)

Fault detected? Line 3-5 is out

Any thermal violations? Line 3-4-1 exceeds the limit by 2 MW

Generation 1 300 MW

Generation 2 400 MW

Total generation cost $12,000/hour

Suggested actions

Option 1 Increase PG1 and decrease PG2

Fault detected? Line 3-5 is out

Any thermal violations? No

Generation 1 330 MW

Generation 2 370 MW

Total generation cost $12,150/hour

Changes in total generation cost Increased by $150/hour

Option 2 Take Line 3-4-1 out

Fault detected? Line 3-5 is out

Any thermal violations? No

Generation 1 400 MW

Generation 2 300 MW

Total Generation Cost $12,000/hour

Changes in total generation cost No

Table 4. Comparison between conventional alarm processors and the IEAP.

Criteria
Conventional alarm 
processors Intelligent Economic Alarm Processor

Inputs Generation alarms, line 
alarms, and so on

Electrical grid alarms and power  
market schedules and trends (such as 
local marginal prices)

Outputs Alarm priorities, decisions, 
and recommendations

System operation alarms and  
solutions and the impact on the  
electricity market

Time Time consuming Within seconds

Accuracy Not applied Very certain

Target audience Operators Operators and all market participants
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