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Abstract: This paper describes an automated digital fault
recorder (DFR) Gle classification and archival system.
The system is based on Windows 935 Client and NT
Server architecture and provides intelligent classification
of DFR files. This allows faster analysis of unexpected
power svster events as well as confirmation of correct
squipment aperation. A local area network (Lad) based
repository for the classified fault records is created for
torporate wide archival and retrieval purposes, In addi-
tion, universal viewing sofiware was developed to provide
a graphical user interface (GUI) to analyze DFR wave-
form data as well as classification summary results. This
paper presents an overview of the system organization
and elientserver application implementation detatls. The
data communisation for transfer of multiple vendor DFR
files and distribution of the analyvsis reports, as well as
DFR file classification logic and system testing results are
discusged,
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L INTRODUCTION

The concept of automated analysis of Digital Fault
Recorder (DFR) data was introduced in the early nineties
[1-3]. The first implemented systems were designed to
analyze data fram DFRs supplied by one vendor [1, 4, 37.
Further developments included algorithms for fault loca-
tion and approaches for syswem-wide analysis [6, 7]. More
recent advancements in digital sobstation control and
protection equipment as well as communication require-
ments for advanced monitoring, control and protection
enabled a variety of new awtornated fault analysis sysiems
to be pursued [3, 91 Parmerships between wilities and
university applied research programs have provided a
very effective means for implamenting highly autemared
intelligent systems for the analysis of power syilem par
formance wnder transiznt faule conditions [10, 11]. The
project, discussed in this paper, is spensored by TU Elec-
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tric angd implemented in conjunction with Texas A&M
University.

The paper presents an integrated solution where
DFR data analyzis 15 done at a centralized master station
location. The DFE dat Gles are brought to their respoc-
tive central location master station before being processed
b the classification system, The automated clussification
system is designed o accommodate multiple DFR manu-
facturers. Currently, the systern is configured w classify
Hathaway DFR 1T 2nd Mehta Tech TRAMSCAN digial
fault recorder files. However, the DFR Ale classification
software is readily extendible o other vendors” DFTL files
provided the data file formats are available,

In addition, universal viewing software was devel-
oped to provide a graphical user interface {GUT) o ana-
lyze DFE wavelorm data as well as classification sum-
mary resulis, To allew consistent data access across mul-
tiple recorder families, the viewing software was designed
to utilize IEEE industry standiard C37.111 which outlines
the common data format [or transient data exchange
commanly referred to as COMTRADE [12]. The classifi-
caticn saftware automatically creates COMTRADE for-
matted files for analyzed system DFR file events for use
by the vicwing software,

Both the automated DFR Gle classilisation svstem
and the universal viewing software solution prototypes
are undergoing field-testing, The resulting integrated fault
analysis approach w awtorated DFR file analysis using
substation DFR data, a centeal expert system, and the cor-
porate LAN is outlined fGrst in the paper. Mext system
desizn and implementation issues are discussed. An over-
view of the autornated faull clussification syatem, s
companents and aperating logic is presented. The selution
utilizes 2 customized rule-based system shell capable of
incorporating a variery of rules covering present DFR
confizurations and future extensions. Two major mod-
ules: the Classification Engine and the Report Wiewer are
described in detail. Finally, a brief readmap for furure
development, a set of conclusions, and related references
are provided.
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II. PROJECT BACKGROUND

The T Electric Transmassion Division digital Gl
recorder {DFRY monitaring system consists of thres ven-
dars” (Mehia Tech, Hathaway, and USIH master station
PCs located at the corporate Transmission Division head-
quarters in Fr. Worth, Texas. The master stations' PCs
communicate via high-speed modems with DFRs at 80
remate transmission sites, Protection engingers and 1ech-
nicians analyze the data after it acrives al the central cor-
porate location to assess the operation of the protection
svstemn as well as characterize and archive significant
disturbance events.

Due o the “ripple effect”, depending on the severity
of a transmission system disturbance, more DER reconds
than required to analyze the disturbance are gensrated,
The ypical remote transmission DEE has between 32 and
64 analog channels and &4 to 128 dignal channels at any
ong site. Thus, TU Electric’s transmission grid DFRs
utilizme over 3000 analog and 6000 digital channels 1o rec-
ord transmission system voltages and currents as well as
breaker and protective relaying equipment contacts during
power system faults, The location of multiple DFRs in
proximity 1o large load/generation centers and typical
severs weather parterns can produce a tidal wave of OFR
data for system fanlcdisterbance events. Prompt manual
examination of all DFR records and archival of the sig-
nificant ransmission system disturbances has become a
burdensome task.

In additicn, the Morth American Electric Reliability
Council (NERC) recently dssued a series of compliance
standard requirements in regard toe disturbancs menitoring
adequacy in a wtility system. According to NERC, “Eqoh
Reglon shall develop a plan that defines the requiremeniz
Saw the insallation of disfurbance moniloring eguipmeand
o ensirs data is available fo deferming sysiem perform-
ance and the causes of system distirbances 1131

The Elgerric Reliability Council of Texas (ERCOT)
is prezently developing a set of guidelines with regard to
utilivy fault’disturbance recording practices to fulfill the
MERC reguirements for monitoring equipment and data-
base development of recorded information.

To address the DFR information tidal wave and effi-
ciently analyze, categorize, and prioritize TU Electric’s
DFR file records for human consumption, DFR screening
software development became a formal transmission sys-
tem imperative in late 1996, As part of TU Electric’s sup-
port of university research on utility related issues as well
as maimenance of graduate student support, a research
and development centract was finalized in January, 1997,
with Texas A#fhd University’s Elecwrical Engincering
Department to develop awtomated DFR file elassification
logic and upiversal viewing software. In addition, the
classification svstem was designed to comply with recent
ERCOTMERC guidelines regarding disturbance moni-
wring quipment. The antomatic processing, archiving
and aceessing of DFR daia files over TU Electric’s corpo-
rate LAN are intended as the backbone of TU Elecwric’s
disturbance menitoring database.

The new DFR fAle classification software was de-
signed under the following constraints:

+  Compliancs with the NERC recommenditions

»  Mininsal hardware eahancements (o the rather exten-
sive number of existing DFR installations

» Provision for fumure expansion

» Provision For new vendor DFRs

To function in the existing TU Electric transmission
DFE environment, the automatic DFR file classification
system wis regquired to accommodate:

¢ Multiple DFR vendor data file protocels

s Multiple DFR vender operating systems

« TU Electric standard PC operating system

« T Electric standard LAN and server environment

o Development of DFRE master station and LAN com-
patible file archive mathodology

« Parial 3 phase modeling in analog channels re-
corded by the DFR

o Invomplets digital channel modeling of kev protes-
tive svstemn components {viz. breaker conditions,
relay conlagts)

e Mo PCoavailable ar the DFR mransmission site For
local processing of data

A study of the pessible existing approaches to auto-
mated fault analvsis using digital fault recorder (DEFR)
data did not provide a wviable solution given the con-
straints of the existing TU Eleciric DFR environment.
Maost of the currently available methodologios examined
had been implemented for only cne DFR protocol or ven-
dor [1, 3-6, 117, Implemented systems were designed on
the basis of & lecal PO for provessing DER files at the
substation DFR ransmiszion site [1, 3, 4], In addition, full
three phase modeling of transmission system as well as
extensive modeling of protective systerm compenents (viz.
breaker contacts, protective relay conmacts) were ofien
specified.

11 INTEGRATED FAULT ANALYS1S APPROACH

Various types of users have different necds regard-
ing the response time and’er extent of information pro-
vided by the fault analysis system {see Figure 1) The
protection engineer is interested in geming detailed and
specific information regarding the eperation of the pro-
tection system and related equipment during the event.
The technicians require a summary of the fault classifica-
tign to help them troubleshoot incomrect operations of
protection equipment. The system dispatchers are inler-
ested in getting the condensed fault analysis information
as s00n as possible afier the cecurrence of a fault. The
system dispatcher’s main interest i3 determination of ac-
curate fault location and switching equipment status that
anables them o make decisions abour the system resiona-
tign,

[ this paper the concept of an integrated il
analysiz svatem that can be built with existing technology
and can satisfy two groups of wsers — protection engingers



aned technicians is presented. The subsequent sections give
detailed presentation of the rescarch and development
project that resulted in a pretotype of TU Electric ine-
grated DFR file classification systerm. The system is de-
signed to process DFR files coming from Hathaway DFR
Il and Mehta Tech TRANSCAM master stations installed
at the central lecation.
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Figurel, Major user groups and levels of information
requested by each group

Presently, this system dogs not provide real-time
processing, dug to the lang file transfer time between re-
mote DFR wransmission sites and the master s1ations.
Adding a loeal processing PO at the substation level could
provide improved analysis response time, Currently the
system is not integrated with TU Electric’s transmission
line impedance database or the short eireuit fault curmen:
modeling program. Therefore, real-time dispatch summa-
ries and awtomatic fanlt location data are not available at
present.

Figure 2 depicts the major pans of the DFR classifi-
cation system developed by Texas AsM Usiversity and
TU Electric. The system consists of a central file server
that serves as a repository of DFR files and associated
classification reports. Two Hathaway DFR I and one
Mehia Tech TRAMSCAN master station are responsible
for communicating with remote transmission digital faul
recorders and rransferring data files from the substations
tor the corpoeate office.

The system shown in figure 2 is configured 10 clas-
sify files coming from DFRs made by the abowe-
mentionad vendors, The classification system has been
generalized o allow casy incorporation of additonal
digital recording svstems from other vendors, as long as
the particular DFE vendor provides DEE Gle formal de-
seriplions.,
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Figure 2. TU Electric’s Classification System

This classification system feature provides @ com-
mon platform for fault analysis and the distnbution of
results regardless of the evolution of the Mastgr Station
saftware. In addition, the common platform eliminates the
need to train smplovess o use mulliple DFR manufac-
turer analysis paekages,

1V, SYSTEM DESIGN AND IMPLEMENTATION

The kasic DFR file data flow diazram is shown in
Figure 3, The DFR Master Station PC's #1 through #3 are
respongible for communicating with remote recording
wnits wia dial-up modem lines, The Master Station unils
can be configured to automatically poll remote recordees
on a pericdic basis and retrieve new evenls, or remote
substation DFEs can be set-up fo automatically eall 2
Master Station when they hiave 2 new event 10 report. For
this project, the second option was preferred.

To facilitate the classification process as well as
distribute classification resulis across the corporate LAN,
a dedicited Windows NT File Server PC and a Classifi-
cation enging PC are secured, The Classification Engine
is the “brain™ of the system. It monitors assigned incom-
ing file directories on a File Server and derects any new
DFR data file that has been copied from the Master Sta-
tions. These new files are processed using built-in logic to
produge a classifieation report. Finally, the Classificatton
Engine automatically converts the raw Classification En-
gine DFR data file inte the COMTRADE format [12] and
copics it with the associated classification report o an
assizned directory on the Windows NT File Server.

The File Server is a repositery of both the original,
raw DFFR data files in its native format, and the processad
DFR files in the COMTRADE format. The easy access toe
the processed DFR files is facilitated by archiving all dara
files into three catesories (high, medivm, and low prier-
i) based on certain criteria, The user can then access the
results of the Classification Engine's autemated DFE fle
analysis utilizing Report Viewer soliware. This separate



universal viewing software package provides an inte-
grated environment for displaying both the conslusions
about the analysis of a selected DER file, as well az wave-
form graphics in the form of analog and digital waces,
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Figure 3. Classification system block diagram

V. THE CLASSIFICATION ENGINE

One of the tasks of the Classification Engine is to
regduce the time that system protection persennel spend on
manual examination and archival of DFE records, When a
fault condition exists, the system auromatically classifies
and filters DFR records based on the following brosd cri-
teri:

o Clearing time is satisfactory,

+  Clearing time is longer than expected

+  Carrier misoperation occurs during fault clearing

+  Breaker abnormality cccurs (slow clearing, restrike,
o Failure) during faull clearing.

= PT ferro-resonance cecurs during fault clearing,

Table I outlines the DFR file signals that are utilized
by the DFR file classification logic. If the signal is not
menitored in a particolar DFR configuration, associated
classification logie can not be implemented, In the case
where only the two phase currents plus residual current
are menitored, the third phase current will be caleulated
automatically by the Classification Engine,

Table L. Input signals used by Classification Engine

= | Primary and backup relay trip
2 | Breaker open position
‘sz | Breaker closs position
; Breaker failure {BF) contact
Carrier Start and Carrier Received contacts
2| AL least two phiase currents (T2, Ih, [c)
= | Residual currea (e}
o | All three phase (bus side) veltages {Va, Wb, Vel
=4 | Residual {newtral) voliage Ml

The follewing parameters ane extracted andfor cal-
culated from every DFR record:

+  Relay wip duration (initiate and reset time)

¢ Breaker operate time (position open'close indication
tirme}

*  Breaker failure timer pickep duration (initiate and
reset time)

= Carrier slarlreceive/stop dueation times

¢ Caleulated fault inception

+ {LCaleulated fault clearing Lime

The classification logic is based on the analysiz of
the above parameters, The following arc events that can
be recognized and fMlagged by the automated analysis sys-
tem:

= Hlow relay clearing

+  Breaker slow clearing, restrike, or failure
+  Carrier misoperation

= PT Ferro-resonance

»  Reclasurs failure, or line loeckout

+  Bus clearing

*  Mormal fault clearing

= Mo operation (manual trigger)

Figure < shows a snapshot of the Classification En-
gine’s main window, The DFR event processing can he
cither manually stared (slicking an the Go button]) or it
can be set to automatically start when the system is re-
kooted. This feature ensures system reactivation in a case
of power failures.
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Figure 4. The Classification Engine main window

The clussification systern must be configured before
its first use. Thiz one time task is focilitaed by user
friendly graphical interface, The svstem administrator is
guided through o multi-step configuration process using
Windows® wizard dialogs (see Figure 51,

Figure & (in the Appendix) illustrates the resulis of
using the Classification Engine's wizard o configure the
software for a Hathaway DFR I (composed of 3 Tralls)
digital fault recorder at TL Eleetric's Monticello Lignite
Fower Plant's transmission switchyard, The standard bus
configuration format is illustirated for one of the 3 DAL,
It can be noted that the Classification Engine introduces a
higrarchy of objects, starting from @ substation thar can
contain one or more digital faull recorders,
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Figure 5. DFR configuration wizard

[FEs, in tum, record analog and digital signals that
can he grouped into signals that belong fo a bus (viz
phaze voltages, breaker failure contact) or a breaker (viz
phase currents, relay trip, breaker position). The Classifi-
cation Engine utilizes this data format to group diverse
anzlog and digital channel assiznments from incoming
raw vendor DFR fles into o standard Classification En-
gine configuration format for analysis by the “brains” of
the automated DFR file classification system,

The Classification Engine kzeps a detailed loz of the
system events during its operation (see Figurs 7 in the
Appendix). Svstem events such as the names of the proc-
eszgd [iles, changes in DFR configurations, names of the
corrupted DFR. files, or names of the incomplete DFR
files are time stamped and recorded. These logging capa-
bilitigs help the administrator troubleshoot the syvatem
operation on a daily basts.

The Classification Enging archives all incoming
DOFR files into three categories depending on the type of
the event, These categories are High, Medium, and Low
pricerity (see Figure 3). Events such as the breaker failure,
or carrier misoperation will be calzgorized as high pricrity
events and archived in the High priority folder on the
central file server. Events such a3 the normal fault clear-
ing, or reclosure success will be categorized as the me-
divm prierty. And finally, the events such as no operation
will b2 stored in the Low priority folder.

High ™, Medium
Rpl#ﬂ_lﬁ%-ﬁ!’:u:ing'. || Correct Operatian
| BrekerFailure || Beslosure Failuce
| Breaker Slow Clearing. || Line Lockout =
Breaker Restrike =
T Frmo-sesonance || Low
Carrier Mizsoperation Mo Cipersion
Masual Trigies

Figure 3. Classification logic categories

V1. THE REFORT VIEWER

The Report Viewer 15 the Windows 93 client sofi-
ware used for accessing classification reports from the
central file server. The module hos an exiensive graphical
user interface (U that allows users to access OFR ne-
ports and data files cither locally {when diresily con-
nected o corporate LAN] ar remotely {when connected o
corporale LAN over a dial-up modem line). Figure 9 (in
the Appendix) illustrates the Feport Viewer application’s
main window consisting of three parts: network/local di-
rectory display, waveform dizplay, and classification re-
port display.

The user may chocse the event priorily that he'she
wants to access and display in the directory view, The
default priority i High. The netwerk/local directory dis-
play contains three columns: name of the DFR that re-
corded particular event, date/time stamp and short de-
seription of the ¢vent (see Figure 10 in the Appendix). For
socessing the data over WAN (via dial-up connection),
the application provides & caching function, similar
Intgrnel browsers. This means that the data once down-
loaded will B2 saved in the caching directories on the lo-
cal drive, thus eliminating the need to retrieve the same
event files over the WAN multiple times. In addition, the
caching function enabiles the user to view the downloaded
data files off-line.

The exmal display {see Figure 11 of the Report
Wicwer presents the following information to the user:

= Ewvent Date/Time Stamp

«  Ewventrvpe (g, breaker failure, etel)

+  Event Size (prefaoly, fault, postfalt cveles)

= DFR tyvpe and recorder 10

«  Breaker ID and Breaker Operation Time

*  Operation of carrier channels

«  BM3 wvalues for associated Breaker [D's amalog
channels per cyele for every evele in the record (the
display will be color coded for prefaulr, fanlt and
postfatlt intervals)

+  Harmonic content of associated analog channels in a
tabular form,

Frionity High Priary: DOete Stamp 032001 957
CFRTyoe Hethewsy s Time Shunp 210526 270000
EvomType ErénkerFalue EreskerlD CE D2

| CFRID PAMAIECREEK DWW, EvertSiza 170 qecles

| DAL [FRAIRE CREERS ¥|  Faukkaienl 2.pce

| Ewom Desocopicn Fouk Cianrad 12, cydle

CHO2Z opesntian. =]
Fioleymip et 71 (meac] and B0 resel .
I Mo Biesorapan
| Mo Beamie: close
Caer. stan chennal aet recorded
Cer:. rac ol [msec] and rmsat &l B7 [msac]

™ E v Descsginn A Dighio ), AUS Vokase | Hlormeas Cordge

Figure 11, The Report Viewer text display



The waveform display of the DFR file presents
graphs of analog and digital signals (see Figure 12 in the
Appendix). This display has the following properties:

*  sclectable DFR channels to display

® tickmarks on the x and v axis

= auto-scalable x and v axis

« zelectable time axis (milliseconds, cyeles, or sam-
ples)

*  selectable waveform eoloring

=  golored markers on the analog traces where the
digital channel operation occurred

= rooming capability

+  legend containing channel description and values of
anzlog and digital signals &1 cursor position

*  measure the time span between two points on the
SCMCET

= wavelorm printing and print previcw

An example of a waveform print preview screen,
consisting of several anelog channels and digital contaces,
is depicted in Figure 13 (in the Appendix).

YII. FUTURE DEVELOPMENT

The systerm protarype deseribed in the previous sec-
tions is currently undergoing extensive feld-1esting, Ad-
ditional elagsification logic is being added and existing
rules fine-tuned o improve the overall system perform-
ance. In order to meet the NERC database requirement
complianee issues, 998 development plans include the
use of the [nternet/Intranct as well as database techrolo-
gies to enhance the applications’ PO client/server plat-
form. Phase [1 of this project expands the interrated DFR
classification system using 3-tier client’server architec-
ez, The system will be implemented in the following
layers:

+  Database — 3¢t of relational tables containing DFE
configuration data, DFR data files, and classification
reports

= Application — Existing classification logic for fault
detection, and event type identification

*  Presentation — The client software such as the
Interngt browsers, or the Internet-enabled Report
Viewer
Figure 14 depicts the enhanced architecture, where

the Classification Engine (application laver} archives in-

coming DFR events o 2 relational database (such as

Microsoll S0L Server or Access), The database will also

store all pertinent DFR configuration data, thus allowing

tracking of chanzes made to DFER. master station software.
The Web server will have access to the DFR event
ditabase and be able to execuls queries against dutabase.

An example of a transaction may be as follows:

»  Ulser accesses the Classification Engine web site us-
ing any Intermet browser,

o Ulser specifies search criteria {eg., retrieve “all
breaker failure events in the last 3 months on breaker

CB4130 Sulphur Springs) and sends the query 1w the
weh server

+  Web server runs the query against the DFR event
database and compiles the set of records

+  Web server menerates report file in HTML formar
and  sends it the browser  over  inter-
netfintranet/extranet

*  Browser displays the requgstad infermation to the
user

Cleent:
* Internet Browser
+  Repon Viewer

Reguest

Responss

/_'_,_,_._{—'_‘-,-"'_'_\_‘7"_'-

g Intemet/IntrancuExtranct

":'H-._\_;\.\_\_\_\_“

WER CLASSIFICATION
SERVER ENGINE
DNFR EVENT
DATARASE

Figure 14. New 3-tier svstem architecture

This architecture will result in a systern where the
data, the logic and the user interface are separated, thus
allowing scalability and extendibility of the solution.
Also, different users will be able to chaose their preferred
client software for record viewing analysis. The acoess to
the classification system will be whiquitous.

VIII. COMCLUSIONS

This paper has introduced a general concept of inte-
grated fault classification system wtilizing dara collected
by digital fault recorders, and processing at a central lo-
cation. In addition, a prototype of such a system was de-
scrived in detail. The existing TU Electric system is
geared toward the off-line uze by the protection engineers
and technicians.

The classification system i3 designed to comply with
Mational Electric Relizbility Council guidelines regarding
disturbance monitoring equipment, Automation of the



presessing, archiving and accessing of DFR data fles is
achieved over the T Electric corporate LAM,
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Figure 13, The paper printout gencrated by the Repert Viewer software

Figure 12. The Repart Viewer waveform display
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