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SUMMARY

This paper summarizes the work performed by the WG B5.82 titled “Education, Qualification
and Continuing Professional Development of Engineers in Protection, Automation and Control”
as it relates to the issue of Knowledge Management (KM) requirements. The paper addresses
the expansion of the knowledge base that Protection, Automation and Control (PAC) engineers
need to master in comparison with the time when similar assessment was made in the previous
WG report on the similar subject published in 2014 titled “Education, Qualification and
Continuing Professional Development of Engineers in Protection and Control,” Technical
Brochure, 599. The paper highlights selected topics from the WGBS5.82 TB 977 by first
addressing the new KM drivers. Then, it elaborates on educational enhancements needed across
different levels/forms of education. The need for quality assessment as an essential part of the
KM requirements is illustrated with examples of current practices from different countries. The
paper ends with recommendations supported by a broader set of considerations covered by the
WG report on how the requirements for KM should be implemented to ensure the impact of the
knowledge expansion on the future workforce development is effective.
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1 Introduction

The WG B5.40, with a similar title, published its work as Technical Brochure (TB) 599 in 2014
[1]. Since that time, the deployment of new technologies for renewable resources interfacing
and the electric grid resilience reinforcement have introduced new grid development goals:
reaching the net-zero carbon targets, while improving reliability, safety, and security. To deploy
such technologies, new PAC educational and training needs have emerged spanning across
several fields: a) advanced data analytics utilizing machine learning and artificial intelligence,
b) inverter-based designs for grid forming and grid following controls, c¢) digital twins,
synchrophasors, and digital substations for enhanced resilience, d) extended cybersecurity
requirements, e.g., for the use of Internet of Things (IoT) for Distributed Energy Resource
(DER) Interfacing, e) advances in energy storage utilization and microgrid designs for grid
support, and f) behavioural and economic sciences for determination of the best electricity
market designs. The impact of such pervasive, yet recently emerging PAC concepts has not
been considered in the WG B5.40 report and needs to be included in the educational and training
curricula for future academic and industry workforce development. The new WG B5.82 was
formed in 2023 with the scope to “review and update WGBS5.40 brochure (TB 599) with the
new topics, new means of delivering knowledge including web-based learning approaches,
internal utility training and skills updates, and comments on formal education certification
processes that will enable new and existing PAC workforce to achieve, maintain, and enhance
the skills required to support technological changes for the next generation of the electric grid
assuring that it is safe, secure, reliable, environmentally friendly, and socially equitable”. The
published TB 977 by WGB5.82 [2] lays the foundation for implementing new workforce
development programs in industry and academia and providing recommendations for education
and training topics and implementation approaches. This paper summarizes the TB B5.82 key
findings and recommendations.

2 What has changed since TB599 was published

Many of the changes that have taken place since the publication of TB 599 in November 2014
are related to the extensive advancements in electrification plans and the high penetration of
renewables added to the energy system. As a result, the workforce education and training
requirements have evolved over the last decade and span many KM areas elaborated in the
following subsections.

2.1 Electric grid’s role in reducing CO; emissions

The goal of CO2 emission reduction was declared by many federal and state governments
worldwide. Consequently, utility companies operating in those environments assume
accelerated decarbonization of energy resources, mostly ones that are heavily fossil-based, such
as coal, gas, and oil. This trend has manifested in a shift toward more environmentally friendly
energy resources such as wind, solar, and hydrogen. As a result, the electric grid has become
more hybrid with coexisting alternating current (AC)/direct current (DC) interfaced energy
resources. This hybridization creates a challenge in power system operations due to reduced
inertia otherwise preserved using synchronous generators and increased operational complexity



due to the interface with inverter-based renewable resources that have limited inertia support
capabilities.

To achieve the COz reduction targets, a steep surge in qualified professionals is needed, creating
a competing global trend in education and training. Many students from underdeveloped
countries leave their native lands to seek advanced education in more developed countries.
Upon completing their education, these graduates tend to pursue the best opportunities across
the world, since renewable markets are being developed globally. Due to this trend, companies
may be reluctant to invest in the education and training of new employees because candidates
in high-demand PAC roles are often recruited by other national or international firms.

2.2 Electric grid design and construction to support load flexibility and diversity

Grid operating conditions increase in complexity for PAC professionals as electrification,
including interfacing with e-mobility and customer-owned energy resources such as on-site
photovoltaic (PV) systems and battery storage located at customer premises, becomes more
pervasive. This trend has created the grid expansion to construct additional energy resources
and connect them to the grid, as well as dynamic grid operating conditions that have not been
seen at a large scale before. The challenges are intensified by the fact that these additional
resources are not fully under the control of energy companies. Assuring safe and reliable power
system operation under the flexible and diverse distributed active load has become a paramount
shift in the last decade. In recent grid disturbances around the world, it was noted that the
dynamics of inverter-based resources (IBR) interfacing may affect the grid angle and voltage
stability, as well as frequency, which in turn may cause protective relaying maloperation. When
combined, grid expansion and new operating conditions can create significant risks to reliable
and safe grid operation.

As changes in technology and customer participation have taken place due to increasing
renewable energy interconnections and grid enhancements, regulations to make the markets
more competitive and standards conformance requirements to improve interfacing have
emerged. Such developments have affected the design of PAC systems and introduced the
pressing need for standardization in the training and education of PAC professionals.

2.3 Digitalization of PAC solutions, ML/AI data models, and expanding cybersecurity
threats

While digital relaying and substation controls have been computer-based since the late 1980s,
the proliferation of digital communications and standards for substation designs (such as
International Electrotechnical Commission (IEC) 61850) has introduced new design challenges
for PAC engineers. The engineering solutions developed over the last decade require an
understanding of a large number of settings and logic schemes introduced by vendors to offer
the required design flexibility for a variety of newly emerging power system dynamic
conditions. Typical examples include the introduction of synchrophasors, digital twins, and
real-time simulators to the process of analysing, designing, implementing, and testing digital
PAC solutions. In many parts of the world, the utility industry remains hesitant to adopt new
PAC technologies due to cost, concerns over a lack of staff experience, or difficulties in
justifying changes to existing practices. The focus on maintaining older technologies versus
investing in and updating new procedures creates less demand for education and training
programs, slowing the momentum needed to become prepared for the inevitable penetration of
grid digitalization.



Due to the extensive deployment of new sensors and use of new data in PAC-related
applications such as fault location, outage management, and backup protection, the PAC
engineers are encountering large amounts of data that may be useful for frequently performed
engineering tasks. However, ML and Al are now needed for generating data models and
analytics from large-scale datasets. Examples of data sets that benefit from ML/AI modelling
and analytics include weather data, vegetation data, and environmental data to predict the
occurrence of outages, as well as the use of synchrophasors and smart meter data to enhance
protection and fault location. The use of large amounts of historical data about causes of
outages, and simulation data for analysis of fault scenarios creates new challenges in automating
the process for timely decision-making. This creates a need for PAC engineers responsible for
fault analysis and impacts on the grid resilience to gain multidisciplinary education not only
covering big data analytics, ML/AI, but also understanding of meteorology and geosciences to
better understand outage causes.

Cybersecurity has always been a concern in the utility industry due to complex communication
infrastructures and the large number of field devices that are needed to exchange data across
the system. As flexible loads owned by third parties have been introduced over the last decade,
cybersecurity has become an ever-increasing concern. This concern is especially serious when
customer-owned energy resource systems are required to communicate with utility control
systems over insecure public communication networks using communication protocols that lack
strong built-in security features. This risk thus creates a need for enhanced information
technology (IT) education and training that extends beyond conventional knowledge in
understanding and managing traditional communication systems.

2.4 Emerging workforce issues: Reduced mobility, offsite assignments, online training.
and utility industry workforce shortage

Since the COVID-19 pandemic led to national lockdowns in 2020, the workforce has adjusted
to remote work and online training. With the onset of online education through new platforms
such as Zoom, Google Meet, Microsoft Teams, and GoToMeeting, PAC engineers are
challenged with designing, implementing, deploying, and testing solutions that facilitate online
engagement and participation. Moreover, new technological solutions in ML/AI, Internet
Protocol (IP)-based communications and cloud computational resources required as
background skills for PAC engineers have created new challenges for attracting and hiring
graduates to join the utility/power industry. Competing and often highly lucrative job markets—
such as telecom, social media and advanced data analytics— in unrelated fields like medical,
entertainment and e-commerce, make use of the same skillsets.

2.5 Widening gap between academic curricula and industry needs

Over the years, university programs have built curricula to serve industry needs in many
traditional fields of power systems and power electronics engineering. New industry trends
require a multidisciplinary approach. University faculty may lack up-to-date insight into current
industry demands and have traditionally adopted a gradual approach to updating curricula in
alignment with evolving workforce education and training requirements. This creates a gap
between academia, and the knowledge and skills required for newly hired industry personnel.
Consequently, industry and universities need to collaboratively invest more time, effort, and
funding to bridge this gap. Further, innovative strategies for fostering collaboration between
faculty, students, and industry will yield more effective outcomes than current engagement
models.

3 Needs for Enhancements in the Existing Forms of Education



This section of the paper reviews various issues in formal education for undergraduate and

postgraduate studies, as well as for continuing education and self-learning. The goal of this

section is to provide suggestions on how to enhance existing forms of education to meet the
emerging needs for workforce development in the industry.

3.1 College / University Level (Undergraduate Qualifications)

The curricular material critical for PAC engineers is not thoroughly covered in most electrical
engineering programs. A solution would be for undergraduate electrical engineering programs
to teach a generalist view relevant to PAC fundamentals along with in-depth special topics
courses or seminars, for example, generator protection. Thus, the student could make their own
choices as to what courses to take and how to shape their future career.

Engineering requires non-technical soft skills such as critical thinking, ethics, adaptability and
flexibility, leadership and management, environmental responsibility, oral and written
communication, organization, and planning. Undergraduate electrical engineering students'
final projects, frequently called capstones, typically address developing specific skills in system
analysis and design, which combine scientific and engineering knowledge with creativity to
solve problems and design systems applicable to PAC systems.

Industry can play a role in motivating undergraduate electrical and electronics engineering
students toward careers in power system engineering by serving as guest lecturers, providing
use cases or sharing non-proprietary data to enhance curriculum, inviting students to site visits
at power plants, and offering paid internships and cooperative education (co-op) experiences.
These strategies also allow companies to recruit high-achieving students upon graduation.
Industry can provide input to faculty regarding hands-on exercises that directly align with skills
enhancement in areas that may not be strongly represented in the curriculum.

Active methodologies of teaching can be applied through these strategies to encourage students
to learn autonomously and participate by solving real problems through use cases that address
industry challenges or the use of non-proprietary data that provides context toward use cases.
Active learning pushes the students to think, investigate, discuss, understand, and create.
Faculty can also invite industry members to attend capstone presentations to practice their
professional communication skills in front of experienced engineers and receive constructive
feedback from potential industry employers.

3.2 Postgraduate (graduate) Qualifications

Postgraduate (graduate) qualifications in this paper are associated with formal education after
an undergraduate degree which is either delivered full-time, part-time, or as a distance
learning/online program. Typically, postgraduate (graduate) education includes M.E., M.Sc.
and Ph.D. degrees.

To address the core knowledge skills gap from undergraduate to an effective engineer, one can
undertake a postgraduate qualification, which may bridge knowledge gaps relatively quickly.
Many options are available that target the power systems engineering field, and the delivery
style varies from one-year intensive full-time courses to multi-year online-only courses through
day release from work. This option can be either individually pursued or sponsored by an
employer.

Several master's courses that cover the undergraduate gaps are available, and many of these are
available as distance or online learning courses. However, due to the breadth of the field,
curricula between programs vary significantly.

3.3 Continuous Professional Development



Continued education can mainly be realized through short courses, which could be focused on
practical activities. Naturally, continuing education depends on foundational training and the
role objectives of engineering practitioners in understanding or learning new concepts. For
example, short courses are presented by training instructors versus self-training. In both
scenarios, dedicated laboratories enhance the experience during training. Hence, both short
courses and self-training should be considered.

There are many courses available to broaden and strengthen the knowledge of the power system
sector; therefore, an alternative to a postgraduate (graduate) qualification could be a series of
short courses linked to continuing professional development over a longer working period.
While this is not as efficient and specialized as a postgraduate (graduate) degree, there is a
greater ability to customize the content for a specific technical role. An example would be a
SCADA Engineer who does not require extensive knowledge of fault analysis but would be a
core required element of a postgraduate (graduate) power systems course.

Continuous learning also includes what engineers learn from their peers. Some companies have
mentoring programs for newly hired engineers who are tutored by senior engineers who share
knowledge and experiences within a focus on specific scopes (for example, PAC systems). In
addition, mentors may provide guidance and constructive feedback to new engineers relative to
professional behavior and expectations. In fact, constructive feedback supports the professional
growth of the entire engineering team and is therefore generally encouraged in professional
engineering settings.

3.4 Industry Product and Tooling Training

Manufacturers and vendors routinely offer complementary courses and demonstrations related
to their product offerings to boost sales. These specialized technical trainings further
supplement gaps in engineers' technical knowledge, especially on new and emerging
technologies. For example, manufacturers and vendors will train company professionals on
their proprietary electronic devices, such as Intelligent Electronic Devices (IED) and
communication network devices, such as switches, gateways, and firewalls. Practical
engineering toolkits, including hardware and software, could be developed and applied during
hands-on laboratory work.

Many utilities industry OEMs have extensive training programs available, including on-site,
hands-on equipment training through accredited partner programs. Those programs can enhance
postgraduate (graduate) program curricula or internal development programs for specific needs.
Many OEM courses offer workshops and courses for levels of experience, such as Basic,
Advanced, and Expert, tailored to an individual’s knowledge and experience. The level of
expertise available through these trainings often exceed the information learned in academic
settings where basic theory is prioritized.

PAC engineers need training on the latest industry standards. Specific standards are domain-
specific and not typically taught at colleges/universities, although undergraduate engineering
curricula generally include the basics of standardization and application. New PAC engineers
must be familiar with many standards, such as the IEC 61850 "Communication networks and
systems for power utility automation" standard. Training in standards is necessary and can be
time-consuming and costly. Fortunately, industry automation systems are highly standardized,
reducing the necessity of training on specific automated systems.

Part of the complexity of PAC systems is hidden within engineering software tools. However,
it is essential to know the concepts, philosophy, and application behind the tools. Software tools
allow a high level of abstraction, which has advantages and disadvantages. New engineers need
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to know how to utilize software tools, and perhaps how to develop them in some cases. It is
impractical to select which software tools to teach in an undergraduate engineering program;
therefore, new engineers must have a basic understanding of software and be familiar with
general software tools applied in PAC systems.

3.5 Online Resources

Online training resources are growing exponentially and can often appear as a "sweet spot" of
opportunity. Thus, it is important to have a training curriculum that targets given roles to ensure
that learning is focused and relevant to the intended role and that further development activities
are relevant to future roles and progression. Some online platforms, such as LinkedIn Learning,
are beginning to develop curricula linked to job titles aimed at future applicants. Organizations
can develop their own competency frameworks and link the content through online resources.
Numerous tools are available for online courses and training, some of which are listed in Table
1. Learning Management System (LMS), some examples shown in the table, is a robust
interactive software that is used in many academic and industry settings to deliver and manage
courses and training. The instructor can produce and publish content, sometimes incorporating
other software. LMS includes resources for postings, discussions, quizzes, and homework.
Further, it allows instructors to follow students’ activities and progress.

Table 1 — Examples of Online Resources

Doodle Doodle is a fast and easy way to schedule meetings.

Google Google Classroom is a free blended learning platform for schools that aims to

Classroom simplify creating, distributing, and grading assignments. Its primary purpose is to
streamline the process of sharing files between teachers and students.

Microsoft Microsoft Teams is the team workspace in Office 365. It provides workspace chat

Teams and videoconferencing, file storage, and application integration.

Moodle Moodle is an open-source learning platform for K12, higher education, and
workplace training.

Quizizz Quizizz is a quiz platform. It works on any device with any browser.

YouTube Video hosting and sharing platform.

Online courses can be either synchronous, with the instructor present, or asynchronous,
allowing students to attend the class independently. The most significant advantage of
synchronous courses is the ability to interact personally with the instructor and other students.
Asynchronous courses have the advantage of delivering learning content to anyone who wants
to access it and are available at any time. Massive Open Online Courses (MOOC) are a modern
way to take asynchronous online courses on a wide variety of topics. Once a course is created,
it can be shared with an unlimited number of attendees. MOOCs can provide a unique avenue
to economically deliver specific engineering content to broad audiences.

3.6 Hands-on Experimental Resources

Experimental activities can improve learning processes and are an indispensable hands-on
learning tool for engineering programs. Laboratory-assisted classes provide a theoretical base
complemented by practical, applied experience. In addition, it was observed that laboratory
classes have a positive impact on student performance, and students generally favor laboratory
classes. Additionally, hands-on activities foster non-technical skills such as teamwork and
communication.



Experimental learning can be achieved through Project-Based Learning (PBL), a strategy that
engages students in solving complex problems collaboratively. Approaches based on this
methodology have been successfully applied to different topics in computer and electrical
engineering and could be adapted to teach subjects related to protective relaying. Some courses
can shift from traditional hardware-based laboratories to simulation software-based
laboratories. It is easier for educational institutions to create and maintain a software-based
laboratory, and the possibilities to develop experiences in a virtual laboratory are greater than
those that involve riskier benchtop experiments. Hardware-in-the-loop setup can also be used
in simulations and testing of devices and systems.

Integrating learning environments where postgraduate (graduate) students engage with
undergraduate students through collaborative studies and research should be considered for
PAC topics. This supports knowledge growth and soft skills for undergraduates while providing
opportunities for boosting teaching and mentorship skills for postgraduate (graduate) students.

Another consideration is enabling students to solve practical problems through university
partnerships with local industry. Students who attend site visits at industry facilities which
enhance their experiences and may heighten career interests in the protection, automation, and
control of the electric power grid.

Industry internships and co-op experiences allow students to acquire hands-on experiences by
working in professional settings and applying theoretical knowledge to industry-relevant
problems. The experiential learning opportunities allow supervised exposure and interaction
with PAC equipment, devices, and tools used in real-world applications. From a business
standpoint, internships and co-ops are beneficial in exposing students to hierarchical
organizational structures and working forms of industry companies.

3.7 University Industry Cooperation

Universities often invite experienced industry professionals into the classroom through seminar

series and lectures to provide students with insight into industry issues, technologies, and
innovations. Conversely, industry regularly contracts university professors and researchers to
engage in industry training and consulting. Faculty often engage students in these opportunities.
Each type of industry/university experience offers a valuable perspective and reinforces
students’ motivation to pursue engineering degrees and careers. For example, in 2024, CIGRE-
Brazil created the UNICENPE program. The program aims to strengthen the relationship
between CIGRE-Brazil, universities, and research centers and expand the participation of
universities and research centers in CIGRE-Brazil's activities and vice versa.

The “Next Generation Network” (NGN) CIGRE program is another example. It is aimed at
advancing electrical sector professionals under 35 years of age to enable the sustainability of
the industry. The NGN program holds local events and has guaranteed participation in both the
CIGRE Biennial in Paris and the National Seminar on Electric Energy Production and
Transmission (SNPTEE) in Brazil.

In the US, recent collaboration between CIGRE and IEEE leverages such programs across the
membership of both organizations.

3.8 Knowledge Preservation and Management

Knowledge Management (KM) programs prevent the loss of critical company assets such as
institutional knowledge, technical knowledge, and leadership skills when industry experts
retire. Along with mentoring, work shadowing, and training rising engineers by retiring
professionals, knowledge can also be captured and documented using texts, spreadsheets,
photos, videos, and other physical documentation.



Mentorship and training of rising engineers are vital and extend to succession planning, which
can be challenging as companies strive to minimize human resource costs. Hence, the effort
needs to extend to human resource policy.

Knowledge Preservation is the process of retaining, organizing, and integrating knowledge
through practice over time and is supported by a knowledge management system that involves
a collection of methods to create, share, and use that knowledge. If utilities, operators,
manufacturers, and consultants do not have a good knowledge transfer process in place, there
is significant risk of PAC knowledge loss. Productivity, competitiveness, and an organization's
ability to deliver designs, products, or services on time and on budget are at stake without
appropriate knowledge preservation practices.

A knowledge transfer process helps align leadership around the risks of losing PAC knowledge
and experience. The process prioritizes mitigation of that risk relative to other work that could
be done and embeds a PAC knowledge transfer plan in teams' day-to-day operations. A
repository of major case studies may be included as part of the new entrants' induction training.

As mentioned in previous sections, mentoring arrangements, share-show-transfer guided
experiences, and work shadowing can be used as a method to transfer knowledge. Technical
presentation material and recordings, technical papers, and guidance notes need to be kept up
to date to support the latest competency requirements of a PAC engineer. This material can be
used as part of both graduate and new hire induction programs, where appropriate.

3.9 The Role of Artificial Intelligence

The role of Al applications in PAC is still emerging. It is likely that Al will be used to generate
and check PAC drawings automatically in the future. Al and machine learning technologies
have the potential to improve the accuracy and reliability of protection systems by analyzing
substantial amounts of data and identifying patterns in complex and dynamic power systems
that would be challenging to identify otherwise.

Some aspects of Al are dependent on massive datasets. In such cases, the more diverse and
comprehensive the data, the better Al can perform. At this stage, the role of Al in PAC is limited
by its accuracy and access to up-to-date information, which are essential for training Al systems.
To overcome this, more work is required on standardizing data sets and developing appropriate
solutions to manage data privacy and security to enable the use of this data in Al applications
for PAC. There is an increasing need to understand how Al programming works, and how to
assess and test Al models to assist in the effective and efficient use of Al solutions.

3.10 The Role of Large-Scale Testbed

The overall objective of the Large-Scale System Testbed is to represent large grids of the future,
such as that of North America, at several resolution levels for both the evaluation of new
technologies and to drive research efforts. The success of the testbed enables a comprehensive
evaluation of the impact of the changes and new technologies on the operation of future power
grids. The models include different scenarios of generation mix and operating scenarios, wide-
area measurements, new actuation technologies, and new control strategies.

Training using large-scale testbeds would be most beneficial to PAC engineers working within
utilities, in the areas of asset management, cyber-security, testing/commissioning, operations
and maintenance, and those working within research and development. Significant investment
is required to appropriately establish large-scale testbeds, which may make this training tool
difficult to realize. Potential options to overcome the cost challenge may be partnerships
between industry and colleges/universities or research organizations.



4 Quality Assessment
4.1 Introduction

The criteria for Quality Assessment (QA) cover a wide range of issues and depend upon the
technology and systems applicable to the individual company and/or utility in which the
engineer is operating. Moreover, the specific priorities and areas of assessment may vary
depending on the level and specific objectives of the engineering education program that is
relevant to the protection, automation, and control industry, and where the engineer is or may
be in the future. This section explores several approaches used in different countries, which
may be useful for businesses in such regions to pursue.

4.2 Criteria for Quality Assessment

To assess the quality of engineering education for PACs, there are several important areas to
consider, which are elaborated in the TB published by WG B5.82:

1. Fundamentals of Protection Systems

2. Automation and Control Technologies

3. Preparing for the future and the impact of grid modernization.

4. Industry Standards and Regulations

The PAC environment is implicitly interdisciplinary including areas such as power system
engineering, communication systems, physical substation and transmission design, and data
analytics to provide a holistic understanding of the protection, automation, and control industry
and the predicted changes ahead.

Practical training and academic-industry collaboration are essential to close the education and
skills gaps in the PAC industry. Assessment of existing initiatives and determining the need and
extent of practical training opportunities, such as internships, co-op programs, or industry-
sponsored projects to provide students and engineers with real-world experience and exposure
to customer needs. Of particular importance are methodologies that facilitate adequate
knowledge transfer from one generation of the workforce to the next, with an emphasis on
ensuring those who leave the PAC area within an organization, whether through career changes
or retirement, can be adequately replaced. This goes hand in hand with continuous learning and
professional development, workforce certifications, and attendance of and participation in
industrial or professional conferences and seminars. As power systems change more quickly,
especially at the PAC level, it is essential that the workforce stays familiar with the latest
technology and customer expectations and adequately understands how such solutions can be
applied within each of their roles and the network they must protect and control.

4.3 Accreditation

Accreditation is a key element of any educational quality assurance process to ensure that
training programs are continuously improving and align with the latest best practices. Many
organizations globally offer not only personal or academic course accreditation but also accredit
PAC training programs against their competence frameworks to ensure a minimum guaranteed
level of quality.

There are two broadly recognized accreditation routes available for engineering programs,
depending on career routes: technical and/or management and leadership. Examples are listed
in TB published by the WG B5.82.

4.4 Certification

Certification is unique to each country. The following are a few examples.



UK: Historically, the UK Electricity Training Association (ETA) delivered a Power System
Protection distance learning course with an examination and certification. Today, a small
number of UK universities provide part-time and full-time MSc-level degree courses in power
systems and smart grids, which include PAC units. In addition, Commercial and Professional
Organizations provide short PAC training courses, some on very specific and often advanced
topics, while others are more generic. One example is the EA Technologies Power System
Foundation course.

US: The National Society of Professional Engineers (NSPE) has established a Professional
Engineer (PE) certification process. To become licensed, engineers must complete a four-year
college degree, work as a Professional Engineer for at least four years, pass two intensive
competency exams and earn a license from their state's licensure board. Then, to retain their
licenses, PEs must continually maintain and improve their skills throughout their careers.

South Africa: The Engineering Council of South Africa (ECSA) has been established as a
statutory body in terms of the Engineering Profession Act (EPA), 46 of 2000. Its core functions
are the accreditation of engineering programs, registration of persons as professionals in
specified categories, and regulating the practice of registered persons. The ECSA is the only
body in South Africa authorized to register engineering professionals and bestow engineering
titles, such as Pr Eng. The registration process requires successfully completing a four-year
undergraduate degree and at least three years of working experience. After which, an experience
appraisal can be undertaken through a formal interview. Upon registration, the professional
requires renewal on a five-year cycle, in which continual development should be demonstrated.

India: The Indian Electricity Grid Code (IEGC 2023) has mandated Capacity Building and
Certification for the existing workforce of system operators across the country. A detailed
framework has been prepared by Central Electricity Authority (CEA) laying out the guidelines
which state that the personnel engaged in the operation and maintenance at control rooms of
National Load Dispatch Center (NLDC), Regional Load Dispatch Centers (RLDCs), State Load
Dispatch Centers (SLDCs), and Area Load Dispatch Centers (ALDCs) shall be required to
undergo statutory training from the training institutes recognized by CEA. It stipulates two
levels of certification, Basic and Advanced, after undergoing training over three years.

Brazil: Undergraduate engineering and agronomy programs from educational institutions duly
recognized by the Ministry of Education must be registered with the Regional Councils of
Engineering and Agronomy (CREAs). CREAs ensures professional registration for every
person who has fully completed the program (there are no exams). The professional registration
and notes, according to the undergraduate program content, specify the areas in which the
professional is legally qualified to work.

4.5 Professional Awards and Recognition

There is a myriad of engineering awards to recognize outstanding contributions made by
professionals in their industry and society at large. Examples include the Royal Academy of
Engineering, IEEE, and CIGRE awards.

5 Recommendations

Based on the discussions in the paper and the TB, the following are the recommendations :

e The complexity of the protection task is expanding. It is recommended that
organizations associated with the protection field perform a gap analysis to identify
actions, whether organizational or personnel-focused, that the organization needs to
implement to bridge identified gaps. The goals should be to determine whether the
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organization needs incremental or fundamental changes in its operations, recruit
qualified employees, and manage the knowledge of its current employees.

The emerging workforce profiles need to follow technological developments and need
to be an integral part of the organization’s evolution plan to stay current with industry
changes and resulting workforce needs. Some utility-related industry skills are typically
maintained and expanded by businesses that can afford much higher salaries. It is
recommended that companies that do not have the ability to support high salaries can
compensate lower salaries with substantial bonuses and/or benefits.

Since the protection sector is becoming more interdisciplinary, it is recommended that
formal college/university education programs and continuing education programs be
closely coordinated between academia and industry, including utility-sector internships
for students and industry-supported sabbaticals for faculty. Colleges/universities should
attempt to create affiliate partnership programs that allow industry representatives to be
more directly involved in structuring course choices and curriculum, student advising,
and early-career professional development through memberships in professional
organizations such as CIGRE and IEEE. New knowledge must be acquired and
maintained. It is recommended that the employers and employees rely on advanced
developments around large language knowledge management tools such as Guru,
Bloomfire, Confluence, Document360, Notion, Zendesk, and Slite, as well as traditional
offers through continuing education, short courses, and webinars facilitate and taught
by industry experts.

The organizations should establish a quality control system to track and manage the
record of employee and employer accomplishments, against a defined taxonomy of
sector specific skills, to increase the knowledge of individuals and organizations to the
level required to address the sector skills challenges.
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